How to become a Staff Al Engineer
Chapter 15: Large Language Models for Al Engineering

Celso Sousa
LinkedIn: https://www.linkedin.com/in/celso-sousa/?locale=en-US

Portfolio: https://celsosousa.com.br/project-portfolio/

Ebook: https://celsosousa.com.br/ebook-staff-ai-engineer/

Chapter Objective

Large Language Models, or LLMs, are models trained on large volumes of data to learn statistical patterns in
language and, in many cases, code, images, audio, and other modalities. Their ability to perform very different
tasks through a relatively uniform interface has profoundly transformed Al Engineering.

A single model can summarize documents, write code, classify content, extract information, answer questions,
generate text, use tools, and perform reasoning tasks. However, this flexibility also creates an important risk:
treating LLMs as universal intelligence mechanisms without understanding their properties, limitations, and
operational implications.

For a Staff Al Engineer, knowing an inference API or knowing how to construct prompts is not enough. It is
necessary to understand how tokenization, autoregressive training, scaling, context windows, parametric
knowledge, decoding, serving infrastructure, tools, evaluation, security, and economics interact within real
systems.

As you study this chapter, several principles should remain top of mind:

o Tokenization determines how information enters the model: The same apparent amount of text can
produce very different numbers of tokens, changing context consumption, cost, prefill, and capacity
requirements;

e Autoregressive LLMs operate through next-token prediction: Sophisticated capabilities emerge from a
relatively simple training objective executed over massive amounts of data and compute, but this
objective provides no intrinsic guarantee of truth, safety, or consistency;

e Training metrics are not product metrics: Cross-entropy and perplexity measure properties of language
modeling, but they do not directly determine task success, groundedness, safety, or business value;

e Scaling increases capability and cost simultaneously: Parameters, data, and compute influence capability,
memory, infrastructure, latency, and economics;

e Dense and Mixture-of-Experts represent different scaling strategies: Dense models use a large portion of
their parameters for each token, whereas MoE architectures seek to expand total capacity through sparse
activation;

e The context window operates as a finite budget: Instructions, user input, history, retrieved evidence, tool
outputs, and generation compete for the same space;

e Maximum context does not mean effective context: A model may accept a certain amount of information

without being able to use all of it with equal reliability;
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e Parametric knowledge should not be treated as a source of truth: Freshness, provenance, authorization,
and auditability frequently require external systems;

e LLMs are probabilistic components: Structured outputs, tool calls, and decisions generated by the model
must be validated before affecting critical systems;

e Model selection is a system-level decision: The best model is the one that provides sufficient capability
within the workload’s constraints for quality, latency, cost, privacy, security, and operations.

The central principle of this chapter is that an LLM should not be treated as a complete application. It represents a
probabilistic inference mechanism that must be integrated with data, retrieval, tools, validation, policies, security,
observability, and deterministic mechanisms to produce reliable systems.

15.1. LLMs as Probabilistic Inference Mechanisms

A Large Language Model can be understood, in its most fundamental form, as a model trained to estimate
patterns over sequences. In autoregressive generative models, this typically means estimating which tokens are
most probable after a preceding sequence.

The definition appears simple, but its consequence is profound. To accurately predict sequences across many
domains, the model must learn enormous amounts of regularities present in the data used during training.

These regularities include linguistic properties, knowledge represented in the data, and structural patterns:

Grammar: The model must learn syntactic regularities to continue linguistically plausible sequences;

e Semantics: Meaning relationships among words, phrases, and concepts must be represented so that
predictions remain coherent;

e Factual knowledge: Some factual relationships present in the training data may become encoded in the
parameters;

o Code structures: Models trained on code learn conventions, syntax, patterns, and relationships present in
software;

® Writing styles: Distributions of different forms of language make it possible to reproduce particular textual
patterns;

o Conceptual relationships: Concepts that repeatedly appear in relation to one another in the data may be
represented by the model;

e Reasoning patterns present in the data: Problem-solving structures may also be learned from observed
examples.

The result is a general-purpose capability that allows the same model to be used for tasks far beyond literal text
continuation.

15.1.1. LLMs as Foundation Models

Many LLMs are classified as foundation models because they provide a general-purpose base that can be reused
across different applications. Instead of training an independent model from scratch for every problem, an
organization can start from an existing model and specialize its behavior through different mechanisms.

This specialization can occur without necessarily modifying all model weights:

e Prompting changes behavior through context: Instructions can steer the model toward a specific task
without additional training;



o RAG adds external knowledge: Relevant information can be dynamically retrieved and supplied to the
model during inference;

e Tool use expands available capabilities: The model can use external systems to query data, perform
calculations, or execute actions;

e Fine-tuning changes learned behavior: Weights can be adapted toward more specific behaviors;

Adapters enable additional forms of specialization: Customization can be performed without reproducing

the complete pretraining process.

This reuse significantly changes the economics of Al development. Capabilities that previously might have required

a specific dataset, training pipeline, and dedicated serving infrastructure can be rapidly prototyped on top of a
foundation model.

However, reducing the initial barrier does not eliminate the engineering required for production. An application
that begins as a simple prompt call may evolve into an architecture requiring retrieval, evaluation, observability,
security, governance, and FinOps.

The LLM reduces the cost of experimenting with intelligent capabilities. It does not remove the complexity
involved in transforming them into reliable systems.

15.1.2. Autoregressive Language Modeling and Next-Token Prediction

A large portion of generative LLMs use autoregressive training. The model receives a sequence and learns to
predict subsequent tokens. This process is repeated over enormous volumes of data.

In production, the conceptual logic remains similar. Given the current context, the model produces a probability
distribution over possible next tokens. One token is selected, incorporated into the sequence, and used as part of
the context for the next step.

This architecture creates several fundamental consequences:

e Generation occurs sequentially: Each new token depends on the state produced by previous tokens;
Input processing and output generation have different profiles: Initial context processing can exploit
greater parallelism, whereas output generation must progress token by token;

e Long outputs have meaningful operational cost: The longer the generation, the greater the number of
autoregressive steps required;

e Multiple continuations may be plausible: The model produces probability distributions rather than a
single inevitable answer;

e Factual correctness is not automatically part of the objective: A statistically plausible continuation can
still be factually incorrect.

To predict language across many domains, the model must learn patterns associated with meaning, facts,
structures, styles, conventions, and relationships observed in the data. At sufficient scale, this can produce
capabilities that appear far removed from simple next-token prediction.

However, the training objective remains probabilistic. The model has no intrinsic guarantee of truth, factual

correctness, or consistency. This distinction helps explain why linguistic fluency and factual correctness are not the

same property.

15.1.3. Decoding, Temperature, and Sampling



At each generation step, the model produces a distribution over possible next tokens. The decoding process
determines how this distribution is converted into the actual selection of the next token. This means that two
executions can produce different responses for the same input. This variability is part of the expected behavior of
generative systems.

Temperature is one of the mechanisms used to modify the distribution employed during generation:

e Lower temperatures concentrate selection on higher-probability tokens: This tends to favor less diverse
responses;

e Higher temperatures increase diversity: Tokens with relatively lower probabilities participate more
heavily in generation;

e Creative applications may benefit from greater diversity: Brainstorming, creative writing, and ideation
may tolerate or explicitly require greater variation;

e Structured applications tend to require greater predictability: Extraction, structured outputs, and
enterprise workflows generally benefit from more conservative configurations.

Other mechanisms modify which candidates are eligible for selection:

o Top-K restricts selection to the most probable candidates: This limits the sampling space to a set of
predefined size;

o Top-P uses cumulative probability: The candidate set is determined by the amount of probability mass
considered sufficient;

e Excessively restrictive sampling can reduce diversity: Responses can become repetitive;
Excessively broad sampling increases variability: Behavior can become less predictable.

The configuration should be determined by the task. Temperature, Top-K, and Top-P do not transform a
probabilistic model into a reliable system. They modify the generation strategy; they do not replace validation, fact
checking, or business controls.

15.1.4. Determinism and Reproducibility

Even with conservative decoding settings, perfect reproducibility may not be available in every environment.
Inference infrastructure can introduce small differences, and providers can modify internal components without
the application controlling the entire stack.

Elements that may vary include:

Kernels: Changes in inference implementations can modify execution details;

Versions: The provider may update the version actually serving a particular request;

Routing: Requests may be internally directed through different execution paths;

Internal models: A service may change components without exposing every implementation detail to the
application.

This property has governance implications. Systems that need to investigate incidents should not depend on the
assumption that they will be able to reproduce an exact generation in the future.

A relevant execution should preserve sufficient evidence:

o Model identifier: Identifies which model was requested or used;
e Prompt version: Records which instruction version was active;
e Generation parameters: Allow the primary generation conditions to be reconstructed;



e Timestamp: Relates the execution to the temporal state of the services involved;
e Retrieved evidence: Preserves the external context used in the decision.

The architecture should preserve evidence from the original execution, especially when a response may produce
operational or regulatory consequences.

15.1.5. Training Objective, Cross-Entropy, and Perplexity

During pretraining, the model attempts to reduce prediction error over massive volumes of tokens. This objective
creates language-modeling capability, but it does not explicitly contain instructions such as “be truthful”, “follow
commands”, “be safe”, or “use tools correctly”. Some of these behaviors may emerge from the data, while other
properties are subsequently reinforced through post-training.

An important distinction is therefore separating capability from usable behavior:

e Pretraining creates general capability: The model learns regularities present in large data distributions;
e Post-training steers that capability: The objective shifts toward aligning model behavior with interaction
patterns expected in applications.

Cross-entropy is a loss function widely used in this process. Conceptually, it penalizes the model when the
observed token receives an inadequately low probability. Across enormous numbers of examples, training
attempts to improve the distribution produced by the model.

This metric measures important aspects of language modeling, but it does not directly measure final product
properties:

Factuality is not measured directly: A probable sequence may still contain incorrect information;
Business value is not present in the loss: Better prediction does not imply greater economic return;
Safety requires other mechanisms: A better linguistic distribution does not demonstrate safe behavior;
Groundedness depends on evidence: The loss does not guarantee that claims are supported by sources;

User satisfaction is external to the training objective: Improvements to the user experience must be
measured at the system level.

Perplexity derives from the model’s ability to predict sequences. Lower values generally indicate that the model is
less “surprised” by the observed text.

It can be useful for monitoring training, comparing models on specific datasets, or detecting modeling regressions.
However, it should not be treated as a final product metric. A model with better perplexity may still perform worse
in coding, tool use, reasoning, factual QA, or enterprise workflows.

The principle for Al Engineering is straightforward: evaluation must optimize what the user actually needs to
accomplish, not merely what the model was originally trained to predict.

15.1.6. Domain Shift

The relationship between perplexity and capability also varies according to the distribution being analyzed. A
model may perform well on general language while degrading significantly in domains such as legal, medical, or
specialized programming.

This difference indicates lower familiarity with the domain distribution, but it does not by itself determine which
intervention should be applied.



Adaptation can follow different paths:

e Continued pretraining can change familiarity with a distribution: It is an alternative when the problem is
deeply related to the domain of the data;

e Fine-tuning can modify behavior: It may be appropriate when the main problem involves response or
execution patterns;

e RAG can provide external knowledge: It is particularly useful when the limitation involves knowledge that
requires freshness, provenance, or control.

The first engineering responsibility is to identify whether the problem is primarily one of knowledge, behavior, or
specialized language. Applying the same technique to every case tends to increase cost and complexity without
resolving the correct limitation.

15.2. Tokenization and Generation

LLMs do not receive words and sentences directly in the same representation used by humans. Before reaching
the model, the input is transformed into discrete units called tokens. This layer often appears to be an
implementation detail, but it has direct consequences for context, latency, cost, capacity, and security.

15.2.1. Tokens and Vocabulary

A token may represent a complete word, a word fragment, a symbol, whitespace, or a piece of code. The exact
representation depends on the tokenizer and vocabulary associated with the model.

As a result, word count and token count are not equivalent. A common word may be represented by a single
token, while a rare sequence may need to be decomposed into multiple fragments. Code may also be divided
across identifiers, operators, and other units.

This difference directly affects the system:

e Context limits are expressed in tokens: Therefore, texts with the same number of words may occupy
different proportions of the context;

e Latency depends on the volume actually processed: More tokens mean more work for the runtime;
APIs may charge based on token consumption: Tokenization therefore directly affects unit economics;

e Different languages may have different token efficiency: The same semantic content may require
different numbers of tokens.

Vocabulary represents the set of tokens available to the tokenizer. Its size also introduces trade-offs:

e Larger vocabularies may represent frequent sequences with fewer tokens: This can improve token
efficiency for certain workloads;

e Larger vocabularies also expand structures associated with tokens: This choice has internal implications
for the model;

e Smaller vocabularies simplify certain structures: However, they may require more tokens to represent
the same information;

e Efficiency depends on the target distribution: There is no universally optimal vocabulary for every
language and workload.

The tokenizer should therefore be treated as an integral component of the model.



15.2.2. BPE and SentencePiece

Byte Pair Encoding, or BPE, is a widely used approach for constructing subword vocabularies. Conceptually, it
begins with smaller units and progressively merges frequently occurring sequences.

The result attempts to balance compact representation of frequent sequences with the ability to compose rare
terms:

Frequent words may require fewer tokens: Recurring sequences can have compact representations;
Unknown words can be decomposed: The system does not depend on a closed vocabulary containing
every possible word;
Fragments can be reused: Patterns appearing across multiple words can share representations;

o The vocabulary remains bounded: It is unnecessary to create an independent entry for every possible
sequence.

SentencePiece represents another family of tokenization techniques used in modern models. An important
property is its ability to operate directly on raw text without rigidly depending on whitespace-based segmentation.

This is particularly relevant in multilingual systems:

e The technique reduces dependence on language-specific tokenization: Texts with different structures can
be processed within a common approach;

e Languages without explicit word separation can be represented more effectively: The representation
does not need to assume a whitespace-based convention;

e Subwords preserve coverage for rare terms: Unknown words can still be constructed from smaller units.

From an operational perspective, model weights and the tokenizer form a compatible pair. Replacing weights
without respecting the corresponding tokenizer can completely break expected behavior. Model versioning must
therefore account for both.

15.2.3. Token Efficiency in Real Workloads

Token efficiency measures the number of tokens required to represent a given amount of information. This
property can create meaningful economic differences in global applications.

If a particular language requires more tokens to express semantically equivalent content, the application may
experience higher costs, effectively smaller context capacity, and longer prefill. For this reason, estimates based
exclusively on English-language text may lead to incorrect conclusions for multilingual platforms.

The analysis must reflect the actual workload distribution:

e Cost must be measured using the users’ real languages: Otherwise, FinOps will be based on an artificial
distribution;

e Context capacity also changes with token efficiency: A nominal token limit may hold different amounts of
information in different languages;

o Prefill is directly affected: More input tokens mean more data that must be processed before generation
begins;

e Capacity planning must consider token distributions: Counting only requests or characters does not
adequately represent inference consumption.

The real economic unit is the one consumed by the model, not the one visually perceived by the user.



15.2.4. Tokenization and Code

Code has specific properties. A tokenizer must represent keywords, identifiers, indentation, operators, strings, and
other patterns used in software.

Models trained extensively on code may have more efficient representations for certain patterns. Conversely, poor
tokenization can significantly increase the volume required to process large repositories. This affects use cases
such as code review, code generation, and repository reasoning.

For Al-native software engineering systems, the tokenizer stops being merely a model architecture detail and
begins participating directly in cost and capacity decisions.

15.2.5. Tokenization as a Consumption and Security Surface

Limits based exclusively on character count may be inadequate when the resource actually consumed is measured
in tokens. Inputs that appear small may generate larger numbers of tokens depending on their structure. This can
increase costs, pressure context limits, and contribute to resource exhaustion.

The system must therefore enforce limits using the unit actually consumed by the model:

e Input token limits protect capacity: A single input cannot consume arbitrary amounts of context;
Quotas reduce abuse: Usage must be constrained according to the actual computational resource
consumed;

Token-aware controls improve FinOps: Costs can be attributed more closely to true consumption;

o Characters are not a sufficient proxy: Tokenizer behavior must be explicitly considered.

The same principle reappears in rate limiting, capacity planning, and security.

15.2.6. Input Tokens and Output Tokens

Although both consume resources, input and output tokens have different operational profiles. Input tokens
represent the context processed before generation. They primarily affect prefill, context memory, and
input-related cost. Output tokens are produced autoregressively and directly affect decode latency and generation
cost.

This difference means that two requests with the same total number of tokens can exhibit very different
operational behavior:

e Large inputs pressure prefill and context memory: The system must process more information before it
can begin responding;

e Large outputs extend autoregressive generation: Every additional token must be produced sequentially;

o Reducing output length can produce meaningful latency gains: For some workloads, constraining
responses can deliver greater benefits than modifying infrastructure;

e Capacity planning must separate input and output: Combining both without examining their distributions
can obscure distinct bottlenecks.

For optimization, “how many tokens?” is an incomplete question. It is necessary to know where those tokens
appear in the pipeline.

15.3. Scaling, Capability, and Model Architectures



Parameter count has become a popular way of describing LLM scale. However, parameter count alone does not
determine useful capability, product quality, or economic efficiency. Final behavior emerges from the combination
of architecture, parameters, data, training, post-training, and compute.

15.3.1. Parameters, Model Size, and Capability

Parameters are values learned during training. In Transformers, they are distributed across components such as
embeddings, attention projections, and feed-forward layers.

Model size affects multiple dimensions simultaneously:

More parameters can increase capability: The model can represent more complex relationships;
More parameters increase memory requirements: This affects hardware and serving;

Training compute tends to increase: Training larger models requires greater computational capacity;
Inference cost can also increase: Processing each request may require more resources;

Marginal value depends on the task: A model with ten times more parameters is not automatically ten
times more useful.

For simple workloads, a large portion of a frontier model’s capability may provide no incremental value. The
engineering problem is not to maximize model size, but to find sufficient capability for the task.

15.3.2. Training Data and Data Mixture

Large models depend on large quantities of data, but volume alone does not guarantee quality. Dataset
engineering must consider several properties:

e Diversity expands coverage: The model needs exposure to different structures and domains;
Quality influences the learned signal: Large amounts of poor-quality content remain poor-quality
content;

e Deduplication reduces unnecessary repetition: Duplication can increase memorization and waste
compute;

e Domain mixture changes capabilities: The proportion of web content, books, code, scientific text, and
conversations changes the learned distribution;

e Filtering changes what reaches training: Data selection influences resulting behavior.

Duplication can also contribute to benchmark contamination and excessive memorization. The proportion among
domains is especially relevant. Increasing the presence of code, for example, can improve programming capability
while also changing how the training budget is allocated across other capabilities.

Therefore, comparing models without considering their training distributions can lead to superficial
interpretations. Capabilities are partly a consequence of the data mixture.

15.3.3. Compute, Scaling Laws, and Compute-Optimal Training

Training LLMs requires large amounts of computation. Cost depends on model size, token count, training steps,
and hardware efficiency.

However, compute only creates value when it can be converted into useful learning:

e Inadequate data limits the return on compute: More training does not automatically correct poor data
quality;



e The training recipe matters: Utilization of the compute budget depends on the training strategy;
e Architecture must use resources effectively: More FLOPs do not guarantee a better model;
e Scaling must balance resources: Parameters, data, and compute must grow coherently.

Scaling laws describe empirical relationships among model size, amount of training data, compute, and
performance. These relationships have made large-scale training more predictable under certain regimes.
However, their interpretation depends on the organization’s role.

For model builders, scaling laws help plan compute utilization. For application builders, the relevant question is
different: how much additional capability is obtained per additional unit of cost?

Compute-optimal training reinforces this perspective. A very large model trained on too little data may fail to
exploit its capacity. Under some conditions, a smaller model exposed to substantially more tokens may represent
a better use of the same compute budget.

The same logic applies to products: consistently using a smaller, well-integrated model that fits the workload can
produce higher ROI than indiscriminately using frontier models.

15.3.4. Emergent Capabilities

Certain capabilities appear to become significantly stronger as scale increases. Instruction following, coding,
in-context learning, and multi-step reasoning can show substantial improvements in larger models. However, the
term emergent must be treated carefully. Some apparent jumps may depend on how a specific metric, threshold,
or benchmark was constructed.

A Staff Al Engineer should not base architecture on abstract narratives of emergence. The principle is to directly
measure the capability required by the product and verify how it changes across candidate models.

15.3.5. Dense Models

In dense architectures, a large portion of the relevant layer parameters participate in processing every token. This
property creates a relatively uniform operational model:

e Internal behavior is conceptually simpler: There is no equivalent of the expert-routing mechanism found
in MoE;
All parameters contribute broadly across workloads: Capability is distributed throughout the model;
Serving and training avoid some expert-related complexity: The infrastructure does not need to manage
sparse expert routing;

e Increasing model size increases compute per token: Growing capability also pressures inference cost.

This direct relationship constrains some of the scaling economics of dense architectures.

15.3.6. Mixture-of-Experts and Sparse Activation

Mixture-of-Experts, or MoE, attempts to increase total capacity without activating all parameters for every token.
The model contains multiple experts, and a routing mechanism selects which of them participate in a particular
representation. As a result, the total parameter count can be far greater than the number effectively used for each
token.

This architecture introduces an important distinction between total parameters and active parameters:



Total parameters represent potential capacity: The model may store a very large number of parameters;
Active parameters are more directly related to per-inference compute: Only part of the network may be
activated for a given token;

® Sparse activation improves capacity per unit of active compute: Capacity can increase without
proportionally increasing every operation;

e Complexity shifts toward routing and infrastructure: Algorithmic efficiency does not imply operational
simplicity.

Experts are subnetworks that may develop different specialization patterns. However, “expert” is an architectural
definition. There is no guarantee that each subnetwork corresponds to an easily human-interpretable function
such as a “code expert”, “legal expert”, or “mathematics expert”. Specialization may be much more distributed.

15.3.7. Routing and Load Balancing in MoE

The router determines which experts will process a particular representation. This decision is learned and must
balance specialization, efficiency, and load distribution.

If an excessive number of tokens are directed toward the same expert, that expert can become a hotspot. This
creates a load-imbalance problem. The infrastructure must handle this distribution through mechanisms such as
expert replication, balancing, and capacity limits.

The analogy with distributed systems is useful: MoE routing can also be treated as a distributed load-balancing
problem.

15.3.8. MoE and Distributed Infrastructure

Experts can be distributed across different GPUs. When a representation needs to be processed by a particular
expert, data may traverse interconnects.

Consequently, network bandwidth and data movement become important factors. An MoE model can have fewer
active parameters than a comparable dense model and still be difficult to serve efficiently if communication costs
among devices are high.

This changes how capacity metrics should be interpreted:

e Model FLOPs alone do not represent serving performance: Data movement also consumes time and
resources;

e Routing distribution affects throughput: Experts with disproportionate demand can constrain the entire
system;

e Interconnects become part of the architecture: Hardware topology influences real efficiency;
Capacity planning must consider experts individually: Global averages can conceal hotspots.

For organizations performing self-hosting, the difference between dense and MoE architectures has direct
consequences for hardware and serving. For consumers of a managed API, some of this complexity may remain
invisible.

15.3.9. Application-Level Model Routing

Routing in MoE occurs inside the model. Application-level model routing represents a different problem: selecting
different models for different tasks or requests.



A platform might, for example, route classification to a small model, extraction to an intermediate model, and
complex reasoning cases to a larger model. The economic principle is similar to sparse activation: use expensive
capability only when necessary.

There are different ways to perform this routing:

Static routing uses explicit rules: Specific tasks are predefined to use specific models;

e Static routing maximizes predictability: Behavior is simple to audit and understand;

e Dynamic routing uses request characteristics: Complexity, confidence, latency budget, tenant tier, and
cost budget may influence selection;

e Dynamic routing improves adaptive resource utilization: Easier requests can use cheaper models;
The router itself can also fail: Misclassifying a difficult task as simple can reduce quality.

A probabilistic router must be evaluated like any other intelligent component in the system.

15.3.10. Escalation

A common strategy is to start with a smaller model and escalate only when necessary. Signals of low confidence,
validation failure, or high complexity may trigger a new execution using a more capable model. This strategy
reduces average cost but introduces an important trade-off: escalated cases pass through multiple stages and
may experience higher latency.

The outcome depends on the actual workload distribution. If nearly every request requires escalation, the
architecture will add complexity and latency without producing meaningful savings. Routing must be evaluated
end-to-end, not merely based on the nominal price difference between models.

15.4. Context, Knowledge, and Adaptation

The context window represents the maximum number of tokens the model can consider in a single execution. In
modern systems, this space must accommodate far more than the user’s message. System instructions, user input,
conversation history, retrieved context, tool outputs, and tokens reserved for generation compete for the same
budget. This competition makes context management an architectural decision.

15.4.1. Maximum Context vs. Effective Context

The maximum context window represents the technical limit accepted by the model or runtime. Large contexts
can be useful for long-document QA, code repository analysis, and extended conversations. However, nominal
capacity does not imply reliable use of all included content.

Effective context represents the amount of information the model can successfully use in a real task. It can depend
on multiple factors:

e The task changes the required attention pattern: Different problems require different forms of context
utilization;

e Document structure influences internal retrieval: How information is organized can affect how easily it is
used;

e Position matters: Evidence located in different parts of the context may receive different treatment;

e Distractors reduce the signal-to-noise ratio: Irrelevant information competes with useful evidence;
Redundancy consumes space without adding proportional information: A larger context may have low
information density.



Context-length claims must therefore be evaluated using real workloads. Maximum tokens is a specification.
Effective context is product behavior.

15.4.2. Lost-in-the-Middle

In extended contexts, critical information can be technically present and still fail to adequately influence the
answer. This phenomenon requires long-context system evaluations to systematically vary evidence position,
number of distractors, and total context size.

Tests that always place the answer in convenient positions can produce an excessively optimistic view. The
important engineering point is that presence in the prompt does not automatically imply utilization.

15.4.3. Context Dilution

Adding more content can reduce quality when the new content lowers the density of relevant information.
Context dilution can occur when dozens of documents are included indiscriminately, irrelevant history is retained
for too long, or tools produce excessively large outputs. In these situations, the model may receive more
information and produce worse results.

The important principle is that more context does not mean more useful information. The relevant metric
becomes information density: how much of the context actually contributes to the decision the model needs to
make.

15.4.4. Context Pollution

Context pollution occurs when incorrect, outdated, or inappropriate information remains available and influences
future decisions. This can arise in long conversations, agent state, and iterative reasoning processes. An error
produced early in an execution may remain in the history. Subsequent steps may then use that incorrect
assumption as though it were valid evidence, causing the error to reinforce itself.

Mitigations can involve different mechanisms:

e State normalization reduces uncontrolled accumulation: State can be reorganized before execution
continues;
Verification removes or marks incorrect hypotheses: Important information can be validated;

e Summarization reduces raw history: The context can preserve only what remains relevant;
Selective memory controls persistence: Not every piece of information needs to remain available to every
step.

Memory should not be treated merely as the ability to add content. Persisting incorrect information also persists
error.

15.4.5. Context Conflict

Different parts of the context may contain contradictory information. An old document may disagree with the
current version, a tool output may contradict a user statement, or different policies may contain incompatible
rules. Allowing the model to implicitly resolve all such conflicts increases variability.



Enterprise systems can provide metadata representing source authority, effective date, and version. The
orchestrator can use this information to resolve some conflicts before generation occurs. When a deterministic
precedence rule exists, delegating it implicitly to the model adds risk without benefit.

15.4.6. Context Engineering

Context Engineering is the process of determining what information the model receives, in what structure, and at
what time. It encompasses far more than writing the prompt:

Retrieval selects external evidence: Only potentially relevant information needs to occupy the context;

e Memory preserves selected parts of the interaction: The system determines what should survive across
stages;

e Tool results introduce external-world state: Outputs can provide facts or execution results;
Compression reduces content while preserving necessary information: The objective is to increase
information density;

e Ordering controls how evidence is organized: Information position can also influence its utilization.

For many compound Al systems, improving context engineering can have greater impact than simply replacing the
foundation model. The engineering question becomes: what information does this model actually need to
receive in order to make this decision?

15.4.7. Parametric and Non-Parametric Knowledge

Some of the knowledge observed during training becomes encoded in the parameters. This parametric knowledge
allows the model to answer without consulting external sources.

It provides several important advantages:

e It does not require retrieval for every question: This reduces additional dependencies;
e [t has low incremental latency: The information is already embedded in the inference process;
e It provides broad general coverage: The model can answer across many domains.

However, parametric knowledge also has structural limitations:

Freshness is limited: Updating knowledge requires intervention on the model;
Provenance is difficult: There is not always an identifiable source for a specific claim;
Information may be incorrect: Memorizing patterns does not guarantee factual correctness;

Updates are expensive: Changing facts in model weights does not have the lifecycle of a conventional
data store.

Systems can complement the model with non-parametric knowledge from databases, search engines, knowledge
bases, and vector stores.

This approach provides important properties for enterprise applications:

Freshness can be controlled externally: Data can be updated without changing model weights;
Provenance can be preserved: The information used can be associated with its source;
Access control can be enforced: Different users can retrieve different sets of information;

Auditability improves: It becomes possible to record which evidence participated in the execution.

This is one of the foundations of RAG and tool-augmented Al.



15.4.8. Knowledge Problem vs. Behavior Problem

Distinguishing a knowledge problem from a behavior problem is essential when choosing between RAG and
fine-tuning. When the model lacks necessary information, such as a current corporate policy, the problem is
primarily one of knowledge. RAG or external lookup generally has a more appropriate lifecycle.

When the information is available but the model does not respond according to the desired format, style, or
process, the problem may be primarily behavioral. Fine-tuning may then be more appropriate.

A common mistake is attempting to use fine-tuning as the primary mechanism for facts that change continuously.
This turns information updates into a model-lifecycle problem when they could instead be handled as a
data-lifecycle problem.

15.4.9. Memorization and Generalization

LLMs can memorize fragments of their training data. This property may contribute to factual responses, but it also
creates risks. Memorized content may involve personal data, protected content, or secrets improperly present in
the dataset.

This connects model development to privacy and data governance:

Training data must minimize inappropriate sensitive content: Governance begins before inference;

o Red teaming can test extraction: The system can be evaluated against attempts to recover memorized
content;

e Memorization is not equivalent to generalization: Reproducing known examples does not demonstrate
capability on new cases.

The desired outcome is for the model to learn patterns that generalize to inputs different from those literally
observed during training. Memorization and generalization are not binary properties. The same model can exhibit
both in different regions of the data space. Evaluation must therefore include genuinely new examples.

15.4.10. Zero-Shot, Few-Shot, and In-Context Learning

LLMs can adapt behavior based on information provided directly in the context without updating their weights.
This property is commonly associated with in-context learning. Zero-shot represents the simplest case: the model
receives only the task instruction, without specific examples. Its main advantage is simplicity. However, complex or
ambiguous tasks may benefit from additional examples or schemas.

Few-shot prompting introduces demonstrations of the expected behavior. This can improve format consistency,
classification, style, and handling of specific edge cases.

The choice involves trade-offs:

Zero-shot minimizes context: It reduces tokens, latency, and cost;
Few-shot can improve behavior: Demonstrations make the task more explicit;
Each example consumes part of the context window: The cost is incurred again on every request;

Poor examples can teach undesirable patterns: The quality of demonstrations matters more than
quantity;

e Many recurring examples can change the economics: If dozens of examples must be repeatedly included,
fine-tuning may become economically attractive.



The Staff-level strategy is to start with the simplest solution and add context when evaluation demonstrates a
need.

15.4.11. Instruction Following

Pretraining alone does not guarantee that a model behaves like an assistant. Instruction following is strengthened
primarily through post-training. The model learns patterns associated with following commands, answering
qguestions, and producing requested formats. However, following instructions remains probabilistic behavior.

An instruction should not be confused with policy enforcement. If an action must be prohibited regardless of
model behavior, that prohibition must exist outside the LLM. This principle becomes especially important when
the model can use tools or modify external systems.

15.5. Reliability, Hallucinations, and Execution

The ability to produce coherent language creates a dangerous characteristic: incorrect answers can also appear
convincing. In production systems, reliability cannot depend on the assumption that the LLM will always recognize
when it lacks sufficient information.

15.5.1. Hallucinations

A hallucination occurs when the model produces incorrect or unsupported information in an apparently plausible
manner. This behavior has multiple causes:

The objective is probabilistic generation: The model is optimized to produce plausible continuations;
Training data contains noise: The distributions used for learning also contain errors and inconsistencies;
Parametric knowledge is incomplete: Not all relevant information is adequately represented;

The model tends to continue the sequence: Absence of knowledge does not automatically imply
abstention.

The architecture should not assume that hallucinations can be universally eliminated. It should determine where
this behavior is tolerable, where verification is required, and where the system should abstain.

15.5.2. Factual, Citation, and Reasoning Hallucinations

Hallucinations can appear in different forms and require different controls:

Factual hallucination alters or invents facts: Dates, names, and numbers may be generated incorrectly;
Citation hallucination invents or incorrectly attributes sources: This is particularly relevant in RAG
applications;

e Reasoning hallucination produces a plausible explanation containing incorrect steps: The fluency of the
justification can increase human confidence without increasing correctness.

For enterprise facts, source-of-truth systems should take precedence over parametric memory. Retrieval, database
lookup, and verification can be used to reduce dependence on the model’s internal knowledge.

Citations must also be verified against the content actually retrieved. Asking the model in the prompt to “always
cite sources” does not demonstrate citation correctness. For tasks involving calculations or verifiable

transformations, deterministic tools, calculators, controlled code execution, and external verification can reduce
dependence on generated reasoning. A convincing explanation should not be treated as evidence of correctness.



15.5.3. Structured Outputs

LLMs frequently need to produce structured data for software integration. JSON, function parameters, and
classifications are common examples.

Structured outputs provide important benefits because they reduce the need to interpret free-form language:

e Parsing becomes more predictable: The consumer knows the expected format;
e Schema validation becomes possible: Structure and types can be verified;
e APl integration improves: Traditional components can consume the result.

However, schema validity and business validity are different properties. Syntactically valid JSON can contain a
nonexistent ID, a value outside permitted limits, or an action the user is not authorized to execute. Structured
output should therefore be treated as an interface between a probabilistic component and a deterministic
component, not as automatic authorization.

15.5.4. Tool Use

Tool use significantly expands LLM capabilities. The model no longer depends solely on its weights and can instead
query data, perform calculations, or initiate actions.

This change also fundamentally alters the risk profile. When the LLM participates in tool selection, it stops being
merely a text generator and begins participating in a control loop.

Tool execution must therefore be protected by external mechanisms:

Authentication identifies who is using the system: Identity cannot depend on the model’s interpretation;
Authorization determines which actions are permitted: The LLM must not expand permissions;
Validation verifies arguments: Generated data must satisfy technical and business constraints;

Timeouts bound operations: Tools cannot block the workflow indefinitely;

Logging preserves evidence: Actions and parameters must remain auditable.

The model should never possess implicit authority simply because it selected a particular tool.

15.5.5. Model as Planner vs. Executor

A safer architecture separates probabilistic planning from deterministic execution. The LLM can propose an action,
parameters, and a sequence. Another component verifies whether the proposal is permitted and only then
executes it.

This separation establishes an important trust boundary:

The model can interpret intent: This takes advantage of the LLM’s semantic flexibility;
The model can propose a plan: Open-ended tasks can be probabilistically decomposed;
Policy remains outside the model: Critical rules remain deterministic;

Execution can validate parameters: Invalid or dangerous values can be rejected;

Compromising the LLM does not automatically compromise infrastructure: The runtime limits the blast
radius.

This principle is particularly relevant in Agentic Al.



15.5.6. Confidence

LLMs do not possess a universally reliable measure of factual confidence. Token probabilities represent linguistic
probability within the model’s distribution, not the probability that a statement is true. An incorrect response can
be produced with high probability.

For this reason, system confidence may need to combine multiple signals:

e Retrieval score indicates relationship to retrieved evidence: But by itself does not demonstrate
correctness;

Agreement can compare results: Divergence among mechanisms can signal uncertainty;
Citation support verifies grounding: Claims can be compared against retrieved evidence;
Verification adds another control: External components can test specific properties;

Model-specific calibration can provide additional signals: Provided its limitations are understood.

Critical decisions should not rely solely on a sentence generated by the LLM claiming that it is “confident”.

15.5.7. Abstention

For some workloads, the best response is not to produce a conclusive answer. Abstention allows the system to
declare insufficient evidence, low confidence, or the need for human review. This strategy reduces
high-confidence errors, but it also introduces a trade-off.

Excessive abstention reduces coverage and may eliminate much of the product’s value. The policy must balance
task completion and risk. The greater the consequence of an incorrect decision, the stronger the justification may
be for routing ambiguous cases to additional mechanisms.

15.6. Selection, Operations, Security, Governance, and Economics

Selecting and operating an LLM in production requires analyzing far more than quality benchmarks. Model size,
deployment model, workload distribution, context, latency, throughput, cost, privacy, security, and lifecycle must
form a coherent decision.

15.6.1. Small Language Models and Domain-Specific Models

Not every workload requires a frontier model. Small Language Models can provide significant advantages in
latency, cost, edge deployment, and privacy. For bounded tasks such as classification, extraction, routing, and
constrained generation, their capability may be sufficient.

The principle is to size capability according to the task. Using a very large model for simple extraction may produce
an excellent benchmark and poor unit economics.

Domain-specific models provide another path. Specialization can improve performance on specific language or
tasks and, in some cases, enable the use of smaller models.

However, specialization tends to reduce generality. A model heavily adapted to one domain may perform worse
outside that domain. The architecture must balance breadth and specialization.

15.6.2. Proprietary vs. Open-Weight



Proprietary models can be consumed through managed APls, whereas open-weight models provide access to their
weights for different deployment strategies. The decision involves architectural trade-offs:

e Proprietary models may provide high quality and managed infrastructure: This reduces operational
effort;

e APIs accelerate time-to-market: The organization does not need to directly operate the entire serving
stack;

e Vendor dependency increases: Pricing, availability, and service changes remain partly outside the
organization’s control;
Data governance must be evaluated: Sending data to the provider can introduce additional requirements;

e Open-weight increases control: The organization can decide how and where the model runs;
Self-hosting can increase data isolation and customization: The environment remains more directly
under internal control;

e Operational responsibility also increases: Infrastructure, security, and serving expertise shift to the
organization.

The choice should not be ideological. It must be technically and economically justified.

15.6.3. Hosted vs. Self-Hosted

Even an open-weight model can be operated by a third party or hosted internally. Hosted services reduce
operational burden. Self-hosting increases control but transfers responsibility for GPUs, scaling, patching,
observability, and security.

High volume can make self-hosting economically attractive under certain conditions. However, break-even analysis
should not consider only GPU prices.

Engineering cost, operations, availability, and maintenance are all part of the calculation. An option that appears
inexpensive from an infrastructure perspective can become expensive once the entire operational responsibility is
internalized.

15.6.4. Latency

LLM latency consists of multiple stages. Network, queueing, prefill, decode, and tool calls may all contribute to the
total time observed by the user. Analyzing only total request time makes diagnosis difficult.

A more useful investigation decomposes the pipeline:

Higher TTFT may indicate excessive input length: Larger contexts increase work before generation;
Queueing can add waiting time: Infrastructure saturation can occur before inference;

Prefill can become a bottleneck: Large inputs pressure initial processing;

Decode speed limits generation: Long outputs or larger models may produce responses more slowly;

Batching changes the execution profile: Improving hardware efficiency may increase waiting time for
individual requests;
e Tool calls add external dependencies: Total latency may originate outside the LLM.

Optimization must target the component that actually limits the experience.

15.6.5. Throughput and Capacity Planning



Throughput represents how much work the serving system can process and can be measured in requests or
tokens. Larger models generally require more hardware to preserve the same throughput.

Batching can improve efficiency but introduces a throughput-versus-latency trade-off: waiting for more efficient
batches can increase the time experienced by individual requests.

Context length also changes capacity planning. Two products using the same model and the same QPS may
require very different infrastructure when their token distributions differ.

A workload composed of short prompts and outputs does not consume resources in the same way as one based
on long documents and long responses. Capacity planning should therefore analyze token distributions rather
than requests per second alone.

15.6.6. Token-Based Rate Limiting

Limiting only the number of requests may not adequately protect infrastructure. One user might issue a small
number of requests with enormous contexts, while another issues many small requests.

Token-based quotas align rate limiting more closely with the resource actually consumed. This improves fairness,
capacity protection, and FinOps. The same principle observed in tokenization appears again here: operational
policies must use units that effectively represent computational cost.

15.6.7. Cost per Successful Task

Cost per request is easy to measure, but it can drive incorrect decisions. A cheap model that frequently fails may
require retries, escalations, and human correction. A more expensive model may complete the task correctly on
the first attempt. For this reason, cost per successful task may better represent the real economics of the system.

This metric can incorporate different sources of cost:

Model calls: Include all inference executions required to complete the task;
Tools: External services may also incur cost;

Retries: Failures increase consumption without producing value;
Escalations: Model routing can generate additional calls;

Human review: Human labor must be included when it forms part of the workflow.

The nominally cheapest model is not necessarily the most economical system.

15.6.8. LLM Evaluation

General benchmarks help characterize capabilities but do not replace application-specific evaluation. A model that
excels on a coding benchmark may be irrelevant for customer support.

Model selection must be workload-specific. Production evaluation should include real cases, edge cases, known
failures, and safety tests.

Public benchmarks also have their own limitations:

e Benchmark saturation reduces discriminative power: Models may approach the ceiling of specific tests;
e Continuous optimization can reduce representativeness: Popular benchmarks begin to directly influence
development;



e Contamination can overestimate generalization: Similar examples may exist in the training data;
e A public leaderboard does not automatically represent the enterprise workload: The relevant
distribution is the one encountered in production.

Mature organizations need to build internal evaluation sets aligned with their own workflows.

15.6.9. Drift Without Application Changes

When models are consumed through external APIs, behavior may change even if the application does not modify
its code or prompts. Backend routing, infrastructure updates, and model revisions can introduce variations. This
means regression monitoring must be continuous.

Model pinning, when available, can reduce some of this variability, but it does not eliminate the need to detect
quality changes. An architecture dependent on external probabilistic behavior must assume that its dependency
can evolve.

15.6.10. Data Privacy and Data Residency

Prompts may contain sensitive information. Sending this data to an LLM creates questions that must be part of
vendor assessment. The organization must understand whether the provider stores the data, uses content for
training, in which region processing occurs, what retention policy applies, and who can access the information.

Data minimization is particularly important. The system should not send data to the model simply because the
data is available. The context should contain only what is actually necessary for the task.

Data residency introduces another constraint. Multinational organizations may have requirements regarding the
regions in which particular data can be processed. This influences provider selection, region, and deployment
topology.

For some workloads, LLM selection may be constrained by governance even before performance is compared. The
best benchmark is irrelevant if the solution does not satisfy applicable data-processing requirements.

15.6.11. Prompt Injection

LLMs receive language that can simultaneously represent instructions and data. This characteristic creates a
structural attack surface.

Content can attempt to modify model behavior through user input, retrieved documents, web pages, or tool
outputs. Prompt hierarchy, by itself, does not create perfect separation between trusted instructions and
untrusted content. Security must therefore also be implemented outside the model.

15.6.12. Indirect Prompt Injection and Data Exfiltration

Indirect prompt injection occurs when malicious instructions are encountered in external content consumed by
the system. An agent may, for example, read a web page containing text that attempts to induce it to send
information to a particular endpoint. The runtime should not rely solely on the LLM’s ability to ignore that
instruction.



Controls must constrain destinations, permissions, and actions. The problem becomes even more critical when a
model simultaneously has access to sensitive data and external tools. In this scenario, manipulating LLM behavior
can lead to data exfiltration.

Possible controls include:

Egress allowlists: Restrict where data can be sent;

Data classification: Enables different rules to be applied according to sensitivity;
Tool-level authorization: Each tool enforces its own policy;

DLP: Adds controls over potentially sensitive information;

Logging: Preserves evidence of attempts and executed actions.

The architecture should assume that the model may produce an undesirable call.

15.6.13. Resource Exhaustion

Large contexts, large outputs, and agent loops can consume significant amounts of resources. This behavior can be
intentionally exploited or can arise from poorly configured applications. Consequences include high costs,
saturation, and GPU exhaustion.

Operational and security controls converge at this point:

Input token limits constrain context consumption: Requests cannot grow indefinitely;

Output limits constrain generation: A response should not have an unlimited budget;

Quotas control consumption per user or tenant: Resources can be distributed more predictably;
Budgets constrain execution: Agentic workflows can have economic restrictions;

Timeouts prevent indefinite processes: Execution must have temporal boundaries.

FinOps and cybersecurity share the same protection mechanism here.

15.6.14. LLM Supply Chain

Using an LLM also means trusting a supply chain. It can include model weights, the tokenizer, serving runtime,
dependencies, and the provider.

Open-weight systems need to evaluate source, checksums, licenses, and dependencies. Hosted systems need to
evaluate provider security, contractual controls, and data policies. Model governance must therefore include the
supply chain, not only the observable behavior of the model.

15.6.15. Model and Prompt Versioning

An application should record, at minimum, the model version, tokenizer compatibility, prompt version, and
relevant generation settings. Without this information, investigating incidents becomes significantly more difficult.

Consider an incorrect response produced today. If the provider changes the model the following week and the
application did not preserve metadata from the original execution, root cause analysis may be compromised.

The prompt is also part of system behavior. A small change can alter task success, output format, and safety.
Prompts therefore need to be versioned, tested, and promoted as production artifacts.

15.6.16. Model Regression



A new version may be better on average and worse precisely on the cases that matter most to the product.
Regression suites need to contain different categories of examples:

e High-frequency cases represent the dominant workload: Regressions in these cases may affect many
users;

e High-risk cases represent severe consequences: Even rare events may justify dedicated gates;

o Known failures preserve learning: Previous incidents need to become tests;
Security tests verify adversarial behavior: Upgrades should not reintroduce known vulnerabilities.

A model upgrade should not depend on the perception that the new version “seems better”. The rollout needs
guantitative gates based on the actual workload.

15.6.17. Fallback and Graceful Degradation

A platform may provide alternative models when the primary provider fails, capacity is saturated, or costs must be
controlled. However, fallback should not be treated merely as an availability decision. The alternative model may
behave differently. A technically successful degradation may produce unacceptable quality.

Fallbacks need to be evaluated in advance. In addition to alternative models, graceful degradation may rely on
traditional search, cached answers, templates, or human escalation.

The product can be designed as a continuum of capability. Unavailability of the primary generative component
does not necessarily need to bring down the entire experience.

15.6.18. Business Models and Unit Economics

LLMs can create value in different ways. They may appear as Al as a Feature within an existing product, form the
basis of an Al-native product, operate as an agentic service, or expose a capability through an API.

Each approach has different economics. With Al as a Feature, incremental inference cost must fit within the
product’s existing margin. In Al-native products, unit economics may depend directly on the number of tokens
consumed per user or task.

The real cost of an execution also extends beyond the nominal model price:

Input tokens create processing cost: Long contexts may dominate certain applications;
Output tokens add autoregressive generation: Long responses increase cost and latency;

Tool calls have their own cost: The workflow may depend on external systems;

Retrieval requires infrastructure: Indexing, search, and reranking contribute to the economics;
Serving has operational costs: This is particularly relevant in self-hosting;

Human review must be accounted for: Partial automation still consumes human labor.

Growth in usage can destroy margins when cost per task is not controlled. Scaling the number of users does not
automatically produce a better business in Al-native products.

15.6.19. Quality-Latency-Cost Triangle

LLM systems frequently operate under a triangle of trade-offs among quality, latency, and cost. Larger models,
more reasoning steps, more context, or additional verification can improve quality. Those same mechanisms can
increase response time and computational consumption. Consequently, there is no single ideal model for an entire
platform.



One possible strategy is to create different service tiers, such as fast, balanced, and deep. Each tier can use
different models, token budgets, and reasoning budgets. This makes it possible to align resources with the value of
each task. A simple interaction does not necessarily need to consume the same computational capability as a
complex, high-value case.

15.6.20. LLMs and Organizational Leverage

The business impact of LLMs does not need to occur only through the replacement of human labor. An important
source of value is increasing leverage over existing knowledge. LLMs can reduce the time spent on research,
writing, analysis, coding, and customer support.

KPIs should therefore measure effects on the work system. Cycle time, throughput per employee, rework, and
adoption may be more relevant than the number of tokens consumed. Token usage measures consumption. It
does not measure value.

15.6.21. When Not to Use an LLM

LLMs should not automatically be used whenever an application involves data or language. Deterministic
problems frequently have more appropriate solutions:

e Deterministic rules should remain deterministic whenever possible: There is no benefit in introducing
unnecessary variability;

o Direct lookup can return system truth: Querying the source of truth is preferable to asking the model to
infer;

e Calculations should use appropriate mechanisms: Linguistic fluency does not replace deterministic
execution;

e Tabular classification can be solved using traditional models: LLMs may introduce cost without
proportional benefit;

o Exact search can use search mechanisms: Semantic similarity is not required for every problem.

If a user asks for an account balance, the correct system normally queries the database. The LLM should not
attempt to infer the value. A useful rule is to use language models for ambiguity and semantic reasoning, and
deterministic systems for deterministic truth whenever possible.

15.6.22. LLM as an Interface over Deterministic Systems

A particularly powerful architecture uses the LLM to interpret human language and traditional systems to execute
operations requiring deterministic correctness.

Consider a question such as “How much did | spend on travel last quarter?”. The LLM can interpret the intent and
identify parameters. A deterministic component queries the data and calculates the value. The model can then
use the result to formulate the response. This composition combines a natural language interface with
transactional correctness.

Probabilistic intelligence resolves ambiguity. Operational truth remains in systems designed to provide it.

15.6.23. LLMs in Compound Al Systems

Modern systems frequently combine multiple components. A workflow may include intent classification, retrieval,
reranking, LLM generation, verification, and policy enforcement.



The final response emerges from this composition. Consequently, when quality declines, replacing the LLM may

not solve the problem. The error may have been introduced in any layer.

This mindset is central to Staff Al Engineering: diagnose the limiting component before modifying the

architecture.

15.7. Key Trade-Offs and Anti-Patterns

LLMs concentrate some of the most important trade-offs in Al Engineering. The goal of a Staff Al Engineer is not to

eliminate them, but to make them explicit and select a configuration consistent with the workload.

The main trade-offs can be summarized as follows:

Vocabulary Size vs. Token Efficiency: Larger vocabularies can represent common sequences with fewer
tokens, but they expand structures associated with the vocabulary;

Input Context vs. Cost: More context can increase the amount of available information while
simultaneously increasing prefill, memory, latency, and cost;

Output Length vs. User Value: Longer responses may increase completeness, but they also increase
decode latency and generation cost;

Model Size vs. Capability: Larger models increase potential capability but require more memory,
compute, and infrastructure;

Dense vs. MoE: Dense models simplify some execution properties, whereas MoE increases capacity per
unit of active compute at the cost of routing, communication, and load balancing;

Parametric vs. External Knowledge: Knowledge in model weights provides immediate access, while
external systems provide better freshness, provenance, authorization, and auditability;

Zero-Shot vs. Few-Shot: Few-shot can increase consistency but consumes more context on every request;
Small Models vs. Frontier Models: Small models improve economics and latency, whereas larger models
expand capability for long-tail tasks;

Hosted vs. Self-Hosted: Hosted services reduce operational responsibility, whereas self-hosting increases
control and transfers infrastructure responsibility to the organization;

Determinism vs. Diversity: Conservative decoding increases predictability, while broader sampling
increases diversity;

Maximum Context vs. Effective Context: Nominal token capacity does not guarantee reliable utilization of
all information;

Quality vs. Latency vs. Cost: Improvements in one dimension frequently pressure the others.

These trade-offs explain why uniform decisions are rarely appropriate for platforms serving different workloads.

Several anti-patterns appear repeatedly:

Using the largest model for every task: This increases cost without guaranteeing incremental value;
Treating words and tokens as equivalent: Context and FinOps estimates become incorrect;

Using perplexity as the primary product metric: Language modeling is not equivalent to task success;
Assuming parameter count determines quality: Dataset, training, post-training, and task fit also matter;
Filling the context window by default: More information can increase latency, dilution, and cost;

Using fine-tuning as a knowledge database: Dynamic facts generally have a more appropriate lifecycle in
external systems;

Treating parametric knowledge as a source of truth: Freshness and provenance become compromised;
Using token probability as factual confidence: Linguistic probability does not represent truth;



® Asking the LLM itself to validate its own output as the only defense: The same system may reproduce
the same error;

Trusting structured output without business validation: A valid schema does not mean a valid operation;
Executing tool calls directly from the LLM’s decision: This removes a critical authorization boundary;
Failing to version prompts and models: Incidents become difficult to investigate;

Evaluating only public benchmarks: The benchmark may not represent the actual workload;

Ignoring token distribution in capacity planning: QPS alone does not represent consumption;

Optimizing cost per request instead of cost per successful task: The system may favor cheap models that
require multiple attempts;

o Treating the LLM simultaneously as a database, calculator, and policy engine: This mixes probabilistic
and deterministic functions and increases risk.

Recognizing these patterns makes it possible to avoid architectures that appear simple during prototyping but
accumulate cost, fragility, and risk as they reach production.

15.8. Business Impact

LLMs make it possible to automate tasks that previously required human interpretation of unstructured
information. When properly integrated, they can change productivity, cycle time, user experience, and the ability
to develop new products.

Benefits can appear in several forms:

Reduced cycle time: Knowledge can be located and synthesized more quickly;

Increased productivity: Professionals can perform more activities within the same period;
Process automation: Classification, extraction, and generation can reduce manual work;
Improved customer experience: Conversational interfaces can reduce interaction complexity;

Creation of new products: Capabilities that were previously economically infeasible can become
commercially viable;

e Better utilization of corporate knowledge: Content distributed across documents and other systems can
become more accessible.

However, these gains introduce new costs. Inference, evaluation, observability, security, and governance become
part of the product economics. Business analysis must therefore measure net value, not merely technical
capability.

The relevant KPI is not how many tokens were generated, how many calls were made, or how advanced the
selected model is. The result must appear in productivity, revenue, cost, risk, experience, time, or another metric
relevant to the business.

Chapter Summary

Large Language Models represent a new layer of probabilistic computing capable of interpreting and generating
language across a wide variety of tasks. Their flexibility comes with properties that must be explicitly considered
by the architecture:

e LLMs process tokens: Token efficiency influences cost, context, latency, and capacity;
e BPE and SentencePiece enable subword-based representation: Tokenizer selection affects coverage and
efficiency;



e Autoregressive models perform next-token prediction: Sophisticated capabilities emerge from this
process when applied at scale;

e Cross-entropy and perplexity measure language modeling: They do not replace product evaluation;
Capability depends on parameters, data, and compute: Scaling must balance these resources;

e Dense models use a large portion of the network for every token: This simplifies some execution
properties;

e Mixture-of-Experts uses sparse activation: It increases capacity per unit of active compute but adds
routing and distributed-system complexity;

e Application-level routing can also reduce cost: More expensive models can be reserved for tasks that
truly require them;

o The context window is a shared budget: Instructions, history, retrieval, tool outputs, and generation
compete for the same space;

e Maximum context does not mean effective context: Lost-in-the-middle, dilution, pollution, and conflicts
need to be evaluated;

e Parametric knowledge does not replace data systems: Freshness, provenance, and authorization usually
require external components;

e Hallucination is a structural property of the generative paradigm: It should not be treated merely as a
prompt problem;
LLM confidence does not mean factual confidence: Verification must use external signals and evidence;
Tool use transforms generation into execution: Authorization and policy enforcement must remain
outside the model;

o Model selection must consider quality, latency, and cost: An isolated benchmark does not determine
architecture;

® Robust systems combine probabilistic intelligence and deterministic control: Each layer should perform
the function for which it has the strongest properties.

The main lesson is that LLMs create enormous flexibility by transforming language tasks into a general-purpose
inference mechanism. However, this flexibility becomes production-ready only when knowledge, context,
execution, security, governance, and economics are explicitly controlled by the architecture.

Practical Framework for Selecting and Operating LLMs

When presented with a new problem, a Staff Al Engineer should begin by determining whether an LLM is actually
necessary. First, determine the nature of the problem:

e Linguistic ambiguity: Determine whether the task requires semantic interpretation;

e Unstructured content: Determine whether documents, language, or other forms of information need to
be understood;

e Generation: Determine whether producing language is genuinely part of the requirement;
Deterministic alternatives: Consider whether rules, queries, or traditional search would solve the
problem;

e Classical models: Evaluate whether traditional Machine Learning provides a better trade-off among cost,
latency, and capability.

If an LLM makes sense, define exactly which task it will execute:

e Classification: Determine whether the model needs to select among categories;
e Extraction: Determine whether the output corresponds to structured information extracted from the
input;



Generation: Determine whether the system needs to produce new content;

Reasoning: Evaluate whether genuine decomposition or more complex problem solving is required;
Tool use: Define which external capabilities are necessary;

Agentic execution: Use autonomy only when the task genuinely requires dynamic action selection.

Next, determine the origin of the required knowledge:

Parametric knowledge: Determine whether the model’s general knowledge is sufficient;
Freshness: Determine how frequently the information changes;

Provenance: Determine whether the origin of the information must be known;

Authorization: Determine whether different users have different access to the data;

RAG or tool lookup: Add external systems when source-of-truth behavior, updates, or control are
required.

Then select the model size and deployment strategy:

Small model: Determine whether a smaller alternative already satisfies the task;

Frontier capability: Use more expensive capability only when evaluation demonstrates a need;
Task-specific performance: Compare candidates using the actual workload;

Incremental cost: Measure how much the larger version costs relative to the gain actually achieved;
Dynamic routing: Consider routing when request difficulty varies significantly.

Next, design the context:

System prompt budget: Understand how much space permanent instructions consume;

History: Preserve only what remains relevant;

Retrieved context: Include useful evidence rather than simply the maximum number of documents
possible;

Redundancy: Remove repetitive content;

Lost-in-the-middle: Test different information positions;

Compression: Use reduction techniques when they increase information density.

Then configure generation:

Output length: Define the amount of response actually required;

Creativity vs. determinism: Adjust decoding to the type of task;

Structured output: Prefer structured formats when software needs to consume the response;
Schema validation: Verify structure and types;

Business validation: Verify that the action makes sense and is permitted.

Next, evaluate operational capacity:

Input token distribution: Size prefill and context memory using real data;

Output token distribution: Estimate the decode workload;

TTFT: Define limits compatible with the desired experience;

Throughput: Determine how much work the platform needs to process;

Concurrency: Estimate how many executions will compete for the same resources;

Cost per successful task: Optimize the economics of the completed task, not merely the individual
inference.

Next, design for reliability:



Hallucination: Determine the consequence of an incorrect response;
Abstention: Allow refusal when evidence is insufficient;
Verification: Add checks when risk justifies them;

Fallback: Prepare alternatives for unavailability or saturation;

Human escalation: Preserve human intervention for cases exceeding acceptable risk.
Then design tool use:

Tool inventory: Expose only tools that are actually necessary;

Least capability: Do not provide the model with access it does not need,;
Argument validation: Treat generated arguments as untrusted input;
External authorization: Policy must be enforced outside the LLM;
Idempotency: Critical operations must tolerate repetition when applicable;

Audit logs: Preserve evidence of decisions and actions.
Next, analyze security and privacy:

Sensitive data: Determine which information enters prompts;
Prompt injection: Treat external content as potentially malicious;
Data exfiltration: Control output channels;

Egress: Restrict destinations when necessary;

Token budgets: Limit resource exhaustion;

Data residency: Verify that the provider and deployment satisfy applicable constraints.
Then establish governance:

Model versioning: Record which version participates in each relevant execution;

Prompt versioning: Treat prompts as production artifacts;

Evaluation suite: Define representative tests before upgrades;

Regression testing: Do not replace models merely because general benchmarks have improved;
Inventory: Know where each model is being used;

Ownership: Clearly define who is accountable for the system.
Finally, connect the architecture to the business:

KPI: Determine which business outcome should improve;

Cost per successful task: Measure cost in the same unit in which the system generates value;
Cycle time: Verify whether the workflow actually became faster;

Human effort: Quantify how much work was removed or shifted;

Risk: Include additional risks in the decision;

Incremental ROI: Determine whether using a larger model actually produces a superior return.

This is the mental model expected of a Staff Al Engineer: treat LLMs as probabilistic engines whose capability
must be deliberately allocated. The objective is not to use the largest model, the largest context, or the most
sophisticated architecture, but to select the smallest capability capable of achieving the required outcome while
truth, authorization, execution, security, governance, and economics remain under explicit system control.
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