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Chapter Objective

Al systems depend heavily on storage. Models can generate predictions, responses, and decisions, but virtually
every meaningful product needs to persist users, documents, events, embeddings, configurations, agent states,
intermediate results, audit evidence, and operational data.

For a Staff Al Engineer, choosing a database should not begin with the name of a technology. The right question is
broader: what data exists, how will it be accessed, which invariants must be preserved, what consistency
guarantees are required, and what scale must the system support?

A single Al platform may simultaneously use different persistence mechanisms:

e Relational databases preserve transactional data: They are appropriate when integrity, constraints,
relationships, and transactions are part of the domain requirements;

e Document databases represent semi-structured data: They facilitate workloads in which entities vary in
shape or are naturally manipulated as documents;

o Key-value stores provide low-latency lookup: They are useful for caching, sessions, counters, rate limiting,
and state accessed through a known key;

e Graph databases model relationships explicitly: They may be appropriate for knowledge graphs, fraud
networks, identity resolution, and Graph RAG;

o \Vector indexes support similarity search: They enable the retrieval of semantically similar representations
in retrieval architectures;

® Object storage preserves large artifacts economically: Documents, datasets, images, models,
checkpoints, and logs can be retained at scale;

e Data lakes preserve history for multiple workloads: Analytics, training, evaluation, auditing, and research
can reuse the same data over time.

The goal of this chapter is not to memorize database categories. The goal is to develop a mental model for
combining storage mechanisms according to real requirements.

Several principles will recur throughout the chapter:

e Persistence must reflect access patterns: The best structure depends on the operations that dominate the
workload;
o Consistency should be proportional to risk: Not all data requires the same guarantees;
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e Indexes accelerate reads but increase write amplification: Every additional structure must be maintained
during inserts and updates;

e Caching reduces latency but creates staleness: Invalidation and freshness are part of the design, not
afterthoughts;

o Object storage provides scale and low cost: However, it does not provide the same semantics as a
transactional database or a local filesystem;

e Distribution increases governance responsibility: Every replica, cache, index, or derived dataset expands
the security, auditing, and lifecycle surface.

The central principle is simple: do not choose storage based on the popularity of a technology. Choose it based on
guarantees, access patterns, criticality, scale, and workload economics.

8.1. Relational Databases

Relational databases remain among the most important technologies for Al systems. The presence of LLMs,
agents, and vector search does not eliminate the need for transactional persistence.

Modern applications frequently use relational databases for different types of information:

e Users and identities require reliable structure: Relationships among accounts, organizations, and profiles
must remain consistent;

Permissions represent security invariants: Incorrect changes may result in unauthorized access;
Configurations require controlled persistence: Behavioral changes may depend on stored parameters;
Payments require transactional integrity: Partially updated states may cause financial losses;

Sessions maintain operational context: Distributed processes need to locate persistent state;

Metadata supports other architectural layers: Retrieval, auditing, and governance frequently depend on
these attributes;

o Transactional states coordinate workflows: Systems must preserve invariants even under concurrency
and failure.

The strength of the relational model lies in its combination of structure, constraints, consistency, transactions, and
expressive queries. For a Staff Al Engineer, these capabilities should be treated as architectural mechanisms for
preserving invariants, not merely as storage conveniences.

8.1.1. Transactions

Transactions group multiple operations so the system can treat them as a single logical unit. They are important
when an operation must preserve invariants even in the presence of intermediate failures.

Consider an agent that approves an action and needs to update two related records. If only one change is
committed, the system may enter a state that should never exist.

Transactions reduce this risk through several important properties:

e Related operations can be committed together: The system avoids states in which only part of a change
has been applied;

e Invariants remain protected: Critical domain rules do not need to depend on the flawless execution of
every individual step;

e Application reasoning becomes simpler: A set of changes can be treated as a single logical operation;



e Intermediate failures become recoverable: The database can prevent partially completed execution from
becoming a permanent state.

In Al Engineering, transactions are especially important around actions initiated by probabilistic components. An
LLM may recommend or select an operation, but final persistence must comply with the same integrity
guarantees required by any traditional software system.

The principle is fundamental: probabilistic intelligence does not eliminate the need for deterministic integrity.

8.1.2. ACID

ACID describes properties associated with reliable transactions. Each property protects against a different class of
problem and, together, they help preserve the coherence of the persisted state.

The four properties can be interpreted as follows:

e Atomicity prevents partial updates: A transaction must either happen completely or not happen at all,
reducing the risk of multiple tables remaining in incompatible states;

e Consistency preserves invariants: Constraints, relationships, and structural rules must remain valid after
the transaction;

e |[solation controls interference among concurrent operations: Simultaneous transactions should not
corrupt each other's state in an uncontrolled manner;

e Durability preserves committed changes: Once an operation is considered complete, its state must
survive the classes of failure the infrastructure was designed to withstand.

These properties provide strong guarantees, but they are not free. Greater coordination can introduce meaningful
costs:

e Stronger isolation can increase latency: Concurrent operations may need to wait for one another;
Greater coordination can increase contention: Hot rows or shared resources may limit throughput;

e Stronger guarantees can increase operational cost: The infrastructure must preserve additional
properties under load and failure conditions.

The objective is not to maximize consistency indiscriminately. A Staff Al Engineer should use strong guarantees
where violations would have meaningful consequences and avoid paying that cost where the workload does not
require the same rigor.

8.1.3. Isolation Levels and Concurrency

Isolation levels determine how much concurrent transactions can observe one another's effects. Stronger
guarantees reduce certain anomalies but may increase contention and reduce throughput.

Different problems can arise in concurrent systems:

o Reads may observe data that has not yet stabilized: This can cause an operation to make decisions based
on transient state;

e The same query may observe different values: Concurrent changes can modify the view of state during a
transaction;

e New records may appear during an operation: Range queries may produce different results within the
same logical unit;



e Two operations may overwrite changes: Concurrent workers may update the same state without
detecting the conflict.

The strength of the guarantees should follow the domain:

e Financial operations require greater rigor: Balance updates cannot depend on race conditions;
Analytics may tolerate less recent snapshots: Blocking writes in pursuit of maximum consistency may be
wasteful;

e Agent states may require explicit versioning: Two workers should not advance the same workflow
simultaneously;

o Non-critical metadata may tolerate weaker guarantees: Reducing coordination can increase throughput
without materially increasing risk.

Consider two workers resuming the same agent after a failure. Without controlled concurrency, both may believe
they own the next step.

This scenario can produce multiple consequences:

e A tool call may execute twice: External actions are no longer exactly-once from a logical perspective;
e Workflow state may diverge: Each worker may record a different continuation;
e An operation may be charged twice: Financial side effects make the race condition particularly severe.

Locks, optimistic concurrency, version numbers, or atomic transactions may be part of the solution. The choice
depends on the workload, but the principle remains the same: concurrency control is an architectural
responsibility, not a model responsibility.

8.1.4. Indexes

Indexes create auxiliary structures that make it possible to locate records without scanning the entire dataset. A
query that works adequately with thousands of records may become infeasible when the table grows to millions
or billions of rows.

Indexes are especially relevant for attributes that appear in primary query patterns:

IDs frequently require efficient lookup: Identifiers constantly appear on the critical path;
Timestamps support temporal filters: Events, audits, and historical data depend on time ranges;
Status may drive operational processing: Workers frequently select records in specific states;
Foreign keys participate in joins: Frequently traversed relationships may require efficient access;
Recurring filters deserve special attention: Repeatedly used columns may dominate read cost;

Fields central to joins affect the execution plan: The absence of appropriate structures may produce large
intermediate datasets.

When designed correctly, indexes improve multiple dimensions:

Queries achieve lower latency: The execution engine accesses less data;
CPU consumption can be reduced: Unnecessary full scans no longer dominate the workload;
Throughput increases: The same infrastructure can serve more operations;

Performance becomes more predictable: Dataset growth tends to produce less abrupt degradation.

However, indexes introduce costs:



Every index consumes additional storage: Auxiliary structures must be persisted;
Writes become more expensive: Inserts, updates, and deletes must maintain the indexes;
Tuning becomes more complex: Redundant or conflicting structures make analysis harder;

An index may not be used: Its existence does not guarantee that the query planner can exploit it.

Creating an index for every column is an anti-pattern. This strategy attempts to optimize reads indiscriminately
while shifting the cost to writes, storage, and maintenance. The correct principle is to index according to real
query patterns and verify the behavior of the execution plan.

8.1.5. Query Optimization

Even a powerful database can perform poorly when queries do not properly reflect the data model and access
patterns. Several problems appear repeatedly:

e Full table scans process unnecessary data: In large tables, small inefficiencies become expensive;

e Excessive joins can generate enormous intermediate datasets: The problem may be in the model, the
query, or both;

e N+1 queries multiply round trips: Many small queries replace an operation that could be executed more
efficiently;

o Low-selectivity filters process many records: An index may provide little value when a large portion of the
table must still be read;

e Unbounded queries may return unpredictable volumes: This affects the database, network, and
application memory;

e Inappropriate indexes produce inefficient execution plans: Existing structures may not correspond to the
executed query.

In Al Engineering, this discussion is not peripheral. A RAG system may query metadata and permissions from a
database before retrieval. If that operation consumes hundreds of milliseconds, optimizing the LLM may have little
effect on the end-to-end experience.

Traditional components can dominate the latency of an Al system. Therefore, a Staff Al Engineer must observe the
complete critical path before deciding where to optimize.

8.2. NoSQL and Specialized Data Models

NoSQL does not represent a single architecture. The term encompasses different storage models designed for
workloads with specific characteristics, such as massive scale, flexible schemas, geographic distribution, low
latency, or access patterns that do not naturally fit the relational model.

Several motivations recur:

Scale may require partitioning driven by access patterns: Certain models facilitate key-based distribution;
o Schemas may vary significantly: Not every entity has the same structure;
Lookup latency may dominate the workload: Expressive queries may matter less than extremely fast
direct access;
o Geographic distribution may influence the architecture: Replication and locality become part of the
problem;
e The workload may have a highly specific structure: Relationships, documents, columns, or keys may be
the dominant element.



The consequence is important: there is no universal set of properties called "NoSQL." Each technology must be
evaluated based on the guarantees it provides and the workload for which it was designed.

8.2.1. Key-Value Stores

Key-value stores associate a known key with a value. They are particularly efficient when the primary access
pattern can be expressed as: given this key, what is the corresponding value?

This model appears in different parts of an Al architecture:

o Caching uses direct key-based lookup: Expensive results can be reused without recomputation;
Sessions require rapid context retrieval: A session identifier can locate the required state;

e Feature lookup can serve online inference: Precomputed features must be retrieved within strict latency
budgets;

e State lookup can support distributed workflows: Workers can quickly locate operational information;
Rate limiting uses per-entity counters: Users, tenants, or endpoints can have independent limits;
Counters enable simple and frequent updates: Operational metrics can use specific atomic operations.

The main benefits follow from this simplicity:

Key lookup can be extremely fast: The system avoids more general query mechanisms;

The mental model is simple: The application explicitly knows how to locate the data;
Partitioning can be natural: The key itself can determine distribution;

Frequently accessed state can remain close to the critical path: This benefits online workloads.

However, simplicity constrains what the system can query:

Complex queries are not the primary objective: Arbitrary exploration may require auxiliary structures;
e Relationships are not natural: Relational queries may become difficult;

Poor modeling creates key proliferation: The application may manually recreate mechanisms already

provided by another data model.

Use a key-value store when the predominant access pattern can genuinely be reduced to a known key. If the
application constantly needs to reconstruct relationships and secondary indexes in the software layer, the selected
model may be working against the workload.

8.2.2. Document Databases

Document databases store semi-structured data, typically in forms similar to JSON documents. They are useful
when entities have variable fields or when a logical unit is naturally manipulated as a document.

Common workloads include different types of data:

Profiles may have variable attributes: Not every user needs to share exactly the same fields;
Configurations may evolve rapidly: New properties may appear as features are added,;

Catalogs may represent heterogeneous entities: Different products may have different attributes;
Events may carry variable payloads: The event type determines part of the structure;

Modern application objects naturally fit documents: The persisted representation can align with
JSON-oriented APIs.

This model provides important advantages:



e Flexible schemas facilitate certain forms of evolution: New fields can be introduced without the same
degree of structural rigidity;

e Complex objects can remain aggregated: Data read together can be persisted together;
Some workloads reduce the need for joins: Denormalization may benefit specific read paths;

e APl integration can be natural: The persisted form may closely resemble the structure used by the
application.

However, flexibility must be governed:

o Schema drift can fragment the dataset: Old and new documents begin to require different behavior;

e Validation moves to other layers: The absence of strong storage constraints increases application
responsibility;

e Denormalization can duplicate information: Updating multiple copies then requires coordination;
Complex relational queries may become difficult: Document flexibility does not eliminate the relational
nature of certain domains.

In Al systems, document databases can be useful for workflows, configurations, and semi-structured metadata.
However, they should not automatically replace relational databases simply because the product uses JSON or
LLMs.

8.2.3. Column Stores

Column-oriented databases organize data to make reading selected columns efficient across large collections of
records. This pattern is particularly well suited to analytical workloads.

Common applications include different forms of analysis:

Analytics processes large historical volumes: Queries aggregate metrics across millions of records;
Telemetry requires analysis of many interactions: Events can be explored by dimension and time period;
e Feature analysis evaluates distributions and behavior: Only a subset of columns may be required for each
experiment;
® Logs support operational investigation: Large collections must be filtered and aggregated;
Business intelligence depends on aggregations: Analytical queries dominate the workload.

Column-oriented organization provides specific advantages:

e Compression can be efficient: Values within the same column frequently share similar characteristics;

e Only necessary columns need to be read: This reduces I/0 in analytical workloads;
Aggregations can operate efficiently at scale: Computations over millions of records become more
economical;

o Read-heavy workloads can use infrastructure more efficiently: Especially when complex transactions do
not dominate the system.

In Al Engineering, these systems can support large-scale evaluation, per-model cost analysis, quality metrics,
telemetry, and historical feature computation. On the other hand, their model is generally not the best choice for
certain operations:

o Frequent small transactions are not their primary workload: OLTP has different requirements;
Random updates may be unnatural: The structure favors analytical processing;

e Highly relational domains may require another model: Column-oriented organization does not replace
transactional invariants and relationships.



The distinction between OLTP and OLAP remains important in Al systems. Forcing a single database to serve both
extremes frequently produces worse compromises than deliberately separating responsibilities.

8.2.4. Graph Databases

Graph databases model entities and relationships as first-class elements. They are particularly useful when
connections are a central part of the query rather than merely a consequence of the model.

Several problems fit this representation naturally:

e Knowledge graphs depend on explicit relationships: Entities and connections form the structure of
knowledge;

e Fraud networks look for patterns across multiple actors: Indirect relationships may reveal coordinated
behavior;

e Identity resolution needs to connect representations of the same entity: Distributed evidence may form
a subgraph;

e Recommendation systems can exploit structural proximity: Relationships among users, items, and
behaviors may guide discovery;

e Dependency mapping needs to traverse connections: Services, resources, or components may form
complex chains.

Graph databases provide specific benefits when traversal is part of the problem:

Relationships become natural to query: The system can directly express paths and neighborhoods;
Multi-level connections become explicit: The architecture does not need to continuously reconstruct
deep relationships;
Investigation becomes more expressive: Paths among entities can be analyzed directly;

o Graph RAG can retrieve evidence through relationships: Retrieval no longer depends solely on vector or
lexical similarity.

However, graphs also introduce costs:

e Infrastructure becomes more specialized: Operations, observability, and tuning require additional
expertise;

o Not every relationship justifies a graph database: Relational databases already solve many relationship
problems;
Deep traversals can be expensive: Dense graphs increase the search space;

e Entity resolution can be harder than the query itself: An excellent graph built on duplicated entities is still
wrong.

This last point is particularly important. A sophisticated Graph RAG mechanism cannot compensate for a
semantically incorrect graph. Graph Al depends on data quality before it depends on advanced traversal.

8.3. Caching

Caching keeps frequently used data or results in a faster-access layer. In Al systems, it can reduce latency,
inference cost, calls to external services, and pressure on databases.

Different elements can be cached:



Responses can avoid repeated inference: This is useful when inputs and context permit safe reuse;
Embeddings can avoid recomputation: Deterministic or versioned representations can be reused;
Retrieval results can reduce expensive queries: Repeated queries can reuse candidates;

Frequently accessed metadata can move off the slow path: Configurations and operational attributes can
remain close to the application;

Sessions can use a fast layer: The state required for each request can be retrieved with low latency;

e Configurations can be distributed efficiently: Provided that invalidation is well defined;

Tool outputs can be reused: Expensive external calls can be avoided when freshness allows it.

Caching appears simple until the system must answer one question: what happens when the original source
changes? That problem turns caching into a consistency decision.

8.3.1. Cache-Aside

In the cache-aside pattern, the application checks the cache first. On a miss, it retrieves the data from the original
source, returns the result, and typically populates the cache for subsequent accesses.

This pattern provides several useful properties:

e Only data that is actually accessed occupies the cache: Cold information does not need to be loaded in
advance;

o The source of truth remains independent: A cache failure should not eliminate authoritative data;
Policies can vary by workload: Different keys can have their own TTLs and invalidation criteria.

On the other hand, new problems emerge:

A cache miss increases latency: The first request still needs to access the backend;
Data may become stale: The fast layer may diverge from the authoritative source;
Cache stampedes can occur: Many simultaneous requests may attempt to recompute the same key;

The application acquires additional logic: Caching stops being transparent and becomes part of the
operational semantics.

In Al systems, cache-aside can be particularly useful for expensive retrieval, embeddings, or tool results. However,
it should only be applied when the freshness level required by the product permits reuse.

8.3.2. Write-Through

With write-through, a write updates storage and cache in a coordinated manner. The objective is to keep the fast
layer close to the most recent state.

This pattern provides several advantages:

Stale reads tend to decrease: Changes reach the cache on the write path;

® Read paths remain fast after updates: Recent data can be immediately available;
Part of the synchronization logic is centralized: Depending on the architecture, different consumers
observe a consistent policy.

The cost appears on the write path:

e Writes must update two layers: Latency and per-operation work increase;
e Partial failures must be handled: Cache and storage may diverge if only one update completes;



e Rarely read data may occupy memory: Not every written object deserves to remain cached.

Write-through makes more sense when reads are frequent and freshness has enough value to justify the
additional coordination.

8.3.3. TTL and Freshness

TTL defines how long an item may remain valid in the cache. Although simple, this decision directly represents a
trade-off between performance and freshness.

A short TTL favors one behavior:

e Data remains closer to the source: The potential staleness window decreases;
o The backend receives more traffic: More keys expire and must be loaded again.

A long TTL favors the opposite behavior:

e Cache hit rate tends to increase: Results remain reusable for longer;
e Outdated data remains accessible for a longer period: Potential divergence increases.

The correct tolerance depends on the domain. A catalog may tolerate several minutes of delay, while a financial
balance may require much stricter semantics. Critical configurations may require explicit invalidation, while
relatively stable documentation may tolerate a longer TTL.

TTL should not be an arbitrary number selected solely for technical convenience. It should derive from the amount
of staleness the business can tolerate.

8.3.4. Eviction Policies

Caches have limited capacity. When available memory is exhausted, the system must decide which elements to
remove.

Different policies prioritize different signals:

Recency favors recently used items: Cold objects are removed before those in the current working set;
Frequency preserves repeatedly accessed items: Popular content tends to remain in memory;
Age removes older objects: The policy makes eviction resemble a form of expiration;

Workload-specific priorities incorporate domain knowledge: Some items can receive differentiated
treatment.

In Al systems, recency alone may not be sufficient. An embedding cache, a response cache, and a tool-output
cache have different economics.

Several properties can influence the decision:

e Recomputation cost may vary significantly: Evicting a cheap object is not equivalent to evicting a result
whose reconstruction requires multiple calls;

e Popularity changes the value of an item: A frequently accessed object creates greater savings when it
remains cached;
Size influences memory efficiency: A single element may occupy the space of many others;

e Sensitivity may constrain reuse: Private data may require segmentation or specific policies.



On high-volume platforms, cache economics can explicitly account for the cost avoided by retaining each category
of data.

8.3.5. Distributed Caching

When an application has multiple instances, local caches can generate data duplication, lower aggregate hit rates,
and inconsistent behavior across workers. A distributed cache enables different instances to share the same set of
results.

This model provides several advantages:

® Results can be reused across workers: The value of a computation is no longer limited to the process that
performed it;
Memory duplication can decrease: The same object does not need to occupy every instance;
Policies can be centralized: TTL and eviction become consistent across consumers;

e Horizontal scaling can reuse existing data: New instances do not always need to start with an empty
cache.

However, the cache stops being local memory and becomes a distributed dependency. This adds new dimensions
to the system:

A network call enters the critical path: Cache access now has its own latency;
Cache availability must be considered: A failure should not necessarily take down the product;
Additional operational cost exists: Infrastructure, observability, and scaling become necessary;

The layer itself must be sized appropriately: The cache can become the next bottleneck.

A distributed cache should not be slower or more fragile than the operation it is intended to optimize. It also
should not accidentally become the only copy of critical state. If losing the cache means losing essential
information, it is no longer merely a cache.

8.4. Object Storage and Data Lakes

Object storage is one of the most relevant technologies for Al Engineering because it provides durable,
economical, and highly scalable storage for large volumes of data. It appears throughout different parts of the Al
lifecycle:

e Documents can preserve the original source of knowledge: PDFs, files, and other objects can feed
ingestion pipelines;

e Datasets can be stored economically: Training and evaluation frequently require large historical volumes;
Images and audio require storage suitable for blobs: Transactional databases are rarely the ideal
mechanism for these volumes;

Checkpoints preserve training state: Models can be resumed or reproduced;

o Model weights may require significant capacity: Artifacts can be much larger than traditional application
objects;

e Backups require durable storage: Recovery depends on preserving independent copies;

Historical logs may grow continuously: Lower-cost tiers help control retention costs.

The fundamental characteristic is that data is treated as objects identified by keys. This provides semantics that
differ from those found in relational databases and local filesystems.



8.4.1. Blob Storage

Blob storage is appropriate for large objects that do not require frequent partial updates. Several examples appear
repeatedly in Al systems:

o PDFs can be retained as authoritative artifacts: Derived representations can be reconstructed from the
original;
Images and videos require efficient storage: Content can be processed by specialized pipelines;

e Models can be versioned as artifacts: Different releases remain reproducible;
Training files can be retained at scale: Jobs can load objects on demand.

This model provides meaningful operational advantages:

e High durability protects important artifacts: The infrastructure can maintain internal redundancy;

® Scale can reach enormous numbers of objects: Growth does not require the same storage model as a
transactional database;

o Cost per unit of volume tends to be lower: This benefits datasets and historical retention;
Pipeline integration is natural: Jobs can read and write objects directly.

However, object storage does not provide relational semantics. Certain operations therefore do not fit well:

e Joins are not a natural operation: Structured relationships require another layer;

e Complex transactions are not the primary objective: Multi-entity invariants require an appropriate
mechanism;

e Frequent updates to small fields are inappropriate: Rewriting large objects may be inefficient;
Structured lookup generally requires additional metadata: The object key does not replace a rich query
mechanism.

A common architecture separates responsibilities: the raw object remains in object storage, its metadata resides
in an appropriate database, and search representations are maintained in specialized mechanisms. This
combination is particularly important in RAG.

8.4.2. Data Lake Storage

Data lakes preserve large volumes of raw or processed data for multiple uses over time. Different artifacts can
become part of this history:

Events preserve operational behavior: Analytics and investigation can reuse the historical stream;
Documents can support reprocessing: Changes to the ingestion pipeline may require reconstruction;
Features can support training and analysis: Historical data enables experiments to be reproduced;
Training datasets preserve the versions used: Reproducibility depends on knowing the original data;
Telemetry enables analysis of production systems: Quality, cost, and latency can be evaluated at scale;

Evaluation data supports regression testing: Real interactions can be transformed into new test cases.
The central benefit is reuse:

Analytics can investigate historical behavior: Teams are not limited to recent data;

Training can reconstruct datasets: New versions of features or models can use historical data;
Evaluation can incorporate real cases: Production failures become permanent examples;
Auditing can preserve evidence: Previous states remain verifiable;

Research can reuse existing data: New methods do not need to begin without historical context.



However, storing large volumes is the easy part. Data lakes without governance can become data swamps.
The main problems involve different forms of lost meaning:

Schemas may cease to be understood: Consumers do not know how to interpret the data;
Duplication creates competing versions: Identifying the correct dataset becomes difficult;
Ownership can disappear: No one assumes responsibility for quality;

Sensitive data may remain unclassified: This increases security and compliance risk;

Quality may silently degrade: Storage preserves information but does not guarantee its reliability.

A mature architecture must add governance mechanisms:

A catalog facilitates discovery: Users can locate relevant datasets;

Metadata preserves meaning: Structure, context, and properties remain documented;

Lineage records origin and transformations: It becomes possible to understand how data was produced;
Data quality makes trust measurable: Problems can be detected;

Access control restricts usage: Data remains available only to appropriate consumers.

Storing everything is easy. Finding, interpreting, and trusting what has been stored is the real engineering
problem.

8.4.3. Versioning

Object storage can retain multiple versions of the same object. This capability is especially important when data
feeds systems whose outputs may need to be reproduced later.

Previous versions can serve several purposes:

e Auditing needs to reconstruct historical states: A decision may depend on the content available at that
point in time;

e Reproduction requires knowing the original input: Later changes should not silently alter past
experiments;

e History enables change investigation: It becomes possible to determine when specific information
changed;

e Compliance may require specific retention: Some domains need to preserve evidence for defined
periods.

In RAG, this property answers a critical question: which version of a document was available when a particular
response was produced? This question is especially relevant in legal, financial, and corporate policy domains,
where small content changes can alter the correct answer.

Versioning also provides protection against other classes of failure:

e Accidental deletion can be reversed: The previous version remains available;
o Overwrites no longer immediately destroy history: The previous object can be recovered;
e Corruption can be mitigated: A version known to be valid can be restored.

The benefit, however, increases storage consumption. Versioning must therefore be accompanied by explicit
retention policies.

8.4.4. Lifecycle Policies



Lifecycle policies automate the movement, archival, or removal of objects according to age, usage, or retention
rules. A policy may differentiate among data classes:

o Recent data can remain in fast tiers: Active workloads receive lower latency;
Older data can migrate to cheaper storage: History remains preserved at lower cost;
Temporary artifacts can be automatically deleted: Objects with no long-term value stop accumulating
storage.

This capability directly affects FinOps. Al systems can rapidly generate large volumes of logs, traces, datasets,
checkpoints, and intermediate results.

Keeping all this data indefinitely in premium storage increases cost without necessarily generating value. However,
cost reduction cannot ignore governance:

Compliance may impose minimum retention periods: Objects cannot be removed prematurely;
Legal holds may prevent deletion: Certain evidence must remain available;
Audit requirements may require historical records: Investigations depend on preservation;

Data retention policies define formal limits: Deletion must also occur once the permitted retention
period expires.

Lifecycle management is therefore simultaneously a FinOps and governance tool.

8.5. Storage in RAG and Agentic Al Systems

RAG and agentic systems make persistence more complex because the same application must handle multiple
types of state and several representations derived from the same information. The correct decision rarely consists
of choosing a single database.

8.5.1. Databases in RAG Systems

A mature RAG architecture typically uses distinct mechanisms for different responsibilities. A typical
decomposition may follow this structure:

® Object storage preserves the original document: It serves as the durable representation of the raw
artifact;

e A relational database maintains metadata and ingestion state: Ownership, versioning, permissions, and
processing may require transactional semantics;

e A search engine maintains the lexical representation: Term-based search can complement similarity
search;

e A vector database or vector index maintains embeddings: Nearest-neighbor search requires a specialized
structure;

® A cache reuses frequent results: Expensive retrieval or transformations can be avoided when freshness
allows it.

This separation does not exist merely because many technologies are available. It reflects real differences among
workloads.



The original document requires durability. Metadata may require transactions. Lexical search requires appropriate
indexing. Embeddings require nearest-neighbor search. The cache must optimize the hot path without becoming
authoritative.

Forcing all these requirements into a single technology may initially simplify the diagram, but it frequently
transfers complexity into the implementation.

8.5.2. Governance of Derived Representations

A document used by RAG may produce multiple representations. This makes lifecycle management a property of
the entire architecture.

When a document is removed, different derivatives may also need to be removed or invalidated:

e The original object must comply with the deletion policy: The stored source should no longer remain
accessible;

® Chunks must be deleted: Fragments may still contain the original content;
Embeddings must be invalidated or removed: Even without explicit text, they still point to derived
representations;
Search indexes must be updated: Lexical search should not return removed content;
Caches must discard associated results: Old responses may continue exposing deleted information.

Deleting only one metadata row does not mean the data has left the system. Deletion in Al systems must consider
every representation produced by the pipeline.

8.5.3. Databases in Agentic Systems

Agents introduce different categories of state, and combining all of them into a single abstraction called "memory"
creates architectural confusion. It is useful to explicitly separate each responsibility:

e Execution state represents where the agent is in the workflow: Checkpoints and transitions must enable
safe resumption;

e Conversation state maintains information required for interaction: Recent history may participate in the
context;

e Tool state records results and external side effects: The architecture must know which actions have
already occurred,;

e Memory preserves reusable knowledge: Long-term information can be retrieved in future interactions;
Audit state records agent behavior: The organization must be able to reconstruct actions, decisions, and
calls performed.

These states do not need to use the same technology. A relational database may be appropriate for execution
state and auditing. A vector store may participate in semantic memory. Object storage may preserve large artifacts
produced by the agent.

The anti-pattern is placing all state "in the agent's memory," as though the LLM context were a reliable persistence
mechanism. Critical operational state must exist outside the model's probabilistic context.

8.6. Source of Truth, Data Modeling, and Data Evolution



The more representations a system has, the more important it becomes to define which one is authoritative.
Without this distinction, caches, indexes, replicas, and derivatives may begin to compete as alternative versions of
the truth.

8.6.1. Source of Truth

Every architecture must explicitly declare which component represents the authoritative source for each category
of information.

Consider a corporate document processed by RAG. It may appear in multiple places:

e The original system may maintain the official record: The source application remains responsible for the
content;

Object storage may preserve a copy for processing: This representation may be synchronized;

Chunks represent derived fragments: They serve the retrieval pipeline;

A vector index contains a derived mathematical representation: Its purpose is semantic search;

Caches preserve temporary results: Their existence is an optimization.

Not all these copies have the same authority. Embeddings and caches, for example, should normally be
reconstructable. When they become inconsistent, the architecture should be able to derive them again from the
correct source.

A clear hierarchy facilitates different operations:

Updates know where to begin: Changes propagate from the authoritative source;
Recovery can reconstruct derivatives: Losing an index does not imply losing fundamental information;
Deletion can traverse dependencies: The architecture knows which representations must be invalidated;

Auditing distinguishes original from derived data: This reduces ambiguity during investigations.

Without an explicit source of truth, recovery and governance become significantly more difficult.

8.6.2. Data Modeling

Choosing a database does not automatically solve the modeling problem. How entities, states, and relationships
are represented influences queries, consistency, performance, and evolvability.

Several principles help guide this decision:

e Normalize when consistency across entities is a priority: Reducing duplication prevents multiple
conflicting versions of the same information;

e Denormalize when read performance justifies the cost: The additional synchronization must be
consciously accepted;
Use stable IDs: Durable references simplify integrations, migrations, and reconstruction of derived data;

o Model states explicitly: Implicit values or ambiguous combinations make workflows difficult to reason
about;

e Avoid generic structures for arbitrary information: Extreme flexibility frequently transfers complexity to
validation and querying.

In Al Engineering, well-modeled metadata directly influences retrieval. Common filters may include several
dimensions:



Tenant defines organizational isolation: One customer's content must not appear for another customer;
Language constrains candidates: Retrieval can avoid evidence incompatible with the query;

Date enables freshness and temporal filtering: Older information may no longer be valid;

Category reduces the search space: Domain information can guide retrieval;

Permissions enforce authorization: Relevance without authorization is not a valid result;

Version preserves temporal consistency: The system can select only compatible representations.

Vector search cannot compensate for inconsistent metadata. Semantic similarity finds nearby items; it does not
restore invariants that the data layer failed to preserve.

8.6.3. Schema Evolution
Schemas change. Long-lived systems must accept this reality from the beginning.
Evolution can use several mechanisms:

Optional fields enable temporary coexistence: Producers and consumers can migrate at different rates;
Migrations transform existing structures: Older data is adapted to new requirements;
Versioning enables parallel contracts: Different versions can coexist during a transition;

Backward compatibility reduces breakage: Older consumers continue operating during gradual changes.

In event-driven architectures, this problem becomes even more relevant. Older consumers may continue
processing events generated by newer producers.

An apparently local schema change can break systems that are not directly participating in the change. Therefore,
a Staff Al Engineer should treat a schema as an architectural contract rather than an internal implementation
detail.

8.6.4. Migrations

Migrations modify persisted structures, content, or representations. In Al systems, this may involve much more
than adding a column.

Different changes may require a migration:

® A new column maodifies the transactional schema: Old and new applications must coexist during the
transition;

o A new index changes read and write costs: Creating it may consume substantial resources;
Data transformations rewrite existing records: Processing may compete with production traffic;

e A storage change transfers data across technologies: Dual writes or temporary coexistence may be
required;

o Re-embedding reconstructs an entire derived representation: Changing the embedding model may
require processing the entire corpus again.

In large systems, migrations should be designed as production operations. A poorly planned migration can cause
multiple impacts:

e Tables may remain locked: Normal operations stop making progress;
e CPU may be consumed by background processing: User requests begin competing for resources;



e Storage may become saturated: Intensive reads and writes impair other workloads;
e Latency may degrade: The impact can appear in seemingly unrelated components.

Incremental strategies reduce risk. A common sequence is to add the new structure, allow coexistence,
progressively migrate data, update consumers, and only then remove the old representation. The primary
advantage is preserving observability and rollback capability throughout the change.

8.6.5. Backup and Recovery

Replication does not replace backup. A replica can quickly copy the same logical error, corruption, or deletion
executed on the primary. Backups protect against different classes of failure and must be designed as part of the
recovery strategy.

Several dimensions are fundamental:

Frequency determines how much state may be lost: Longer intervals increase the potential recovery gap;

e® Retention determines which historical recovery points remain available: Incidents discovered late may
require older versions;

e Encryption protects copies outside the primary path: Backups also contain sensitive data;

e Restore testing validates the strategy: The existence of a backup file does not prove that recovery actually
works.

This last point is critical. A backup that has never been successfully restored represents only a recovery hypothesis.

Staff Engineers must derive RPO and RTO from business impact. Recovery Point Objective determines how much
data the organization is willing to lose. Recovery Time Objective defines how long the service may remain
degraded or unavailable.

The infrastructure must serve these requirements, not the other way around.

8.7. Storage Security, Authorization, and Governance

Persistence concentrates some of a platform's most valuable assets. Models can be replaced; data leaks and
isolation violations may produce consequences that are much harder to reverse. Storage security must therefore
be designed through deterministic layers.

8.7.1. Data Encryption and Key Management

Data may require protection both in transit and at rest. Encryption at rest reduces risks associated with
unauthorized access to persisted media and backups.

However, encryption does not replace authorization. If a compromised application has permission to decrypt the
entire dataset, the data remains logically exposed.

A mature architecture combines different controls:

e Encryption protects persisted representations and traffic: Data should not depend solely on physical
isolation;

® Access control restricts who can use the information: Possession of a key should not imply unrestricted
access;



Key management controls cryptographic material: Keys need their own ownership and policies;
Auditing records relevant access: Investigations must be able to reconstruct operations;
Segmentation reduces blast radius: Not every component needs access to the entire dataset.

Keys themselves have a lifecycle:

Rotation reduces prolonged exposure: Older key material can be replaced;
Protection prevents unauthorized access: Keys should not be treated as ordinary configuration;
Access control restricts key usage: Services should receive only the permissions they require.

In regulated environments, key management can be as important as the technology selected to persist the data.

8.7.2. Multi-Tenancy

Al platforms frequently serve multiple customers, departments, or organizations. The storage layer must

guarantee that one entity cannot observe another entity's data.

Different strategies can be adopted:

Separate databases maximize structural isolation: However, they multiply resources and operational
overhead;

Separate schemas create intermediate boundaries: Isolation increases without necessarily duplicating all
infrastructure;

Shared tables with tenant IDs reduce duplication: But every query must rigorously respect the boundary;
Separate shards can combine scale and isolation: However, routing and operations become more
complex.

Greater isolation produces both benefits and costs:

Security tends to improve: The boundary also exists at the infrastructure layer;
Some data residency requirements become easier to implement: Data can be placed independently;
Operational cost increases: More resources must be provisioned, monitored, and maintained.

Greater sharing shifts the trade-offs:

Infrastructure can be used more efficiently: Resources are amortized across tenants;
Scaling may be simplified in some scenarios: The system manages a smaller set of components;
Authorization must be extremely rigorous: A single logical error can cross customer boundaries.

Cross-tenant data leakage is among the most severe failures a platform can experience. Therefore, tenant filtering

must never depend on the prompt or on the probabilistic behavior of the LLM. The boundary must exist in

deterministic architectural components.

8.7.3. Authorization-Aware Retrieval

In enterprise RAG, relevance without authorization is insufficient. The system must retrieve only documents the

user is authorized to access.

Authorization can be applied at different points in the search process:

Filters can restrict candidates before search: Unauthorized content never enters the eligible set;



The index itself can support authorization filters: Retrieval combines relevance with policy;
ACLs can represent document-level permissions: Each resource defines who can access it;

e Per-tenant policies establish organizational isolation: The boundary is enforced independently of the
query;

e User attributes can participate in the decision: Role, group, or context may restrict access.

The most dangerous anti-pattern is retrieving all content first and attempting to remove unauthorized documents
afterward. If confidential information has already entered the LLM context, the trust boundary may have been
violated before generation occurs.

The rule is clear: authorization must happen before or during retrieval. It must never be delegated to the model
after restricted data has already been retrieved.

8.7.4. Caching and Security

Caches also participate in the security boundary. A poorly designed cache key can cause two users with different
permissions to share the same response.

Consider a cache indexed only by the text of the question. Two users may issue exactly the same query while still
having different authorized document sets.

Therefore, the logical identity of the key may need to incorporate additional context:

Tenant separates organizations: Results do not cross enterprise boundaries;

e User identity may be required for individualized data: Specific permissions prevent inappropriate
sharing;

e Permission set represents access groups: Equivalent users may share entries;

e Model version prevents incompatible behaviors from being mixed: Model changes may invalidate
previous responses;

e Data version prevents reuse over obsolete knowledge: Updates to the corpus may require
recomputation.

The more context incorporated into the key, the lower the cache hit rate may become. However, optimizing hit
rate does not justify weakening the isolation of sensitive data.

Performance is a desirable property. Security is a constraint.

8.7.5. Object Storage and Security

Object storage frequently concentrates datasets, corporate documents, checkpoints, and other high-value
artifacts. Misconfiguration at this layer can expose large amounts of information.

Recurring problems include several forms of excessive permissions:

Public buckets eliminate the access boundary: Objects may become accessible outside the system;

e Broad permissions increase blast radius: A single component gains access to more data than necessary;
Overly long temporary links expand the exposure window: Temporary credentials behave almost like
permanent access;

Lack of encryption reduces protection: Persisted data becomes more dependent on the perimeter;
® Logs may record sensitive URLs: Observability can become a leakage channel;



e Lack of versioning impairs recovery: Improper changes can destroy historical evidence.
Several principles reduce these risks:

Private by default prevents accidental exposure: Access must be granted deliberately;
Least privilege constrains each component: Services receive access only to the required set of objects;
Short-lived access reduces credential duration: Temporary authorizations expire quickly;

Encryption protects persisted data: Possession of the underlying media should not be sufficient to access
content;

Audit logs preserve traceability: Relevant operations remain recorded;
e Lifecycle controls remove data when it is no longer needed: Unlimited retention also creates risk.

A document authorized for ingestion does not need to remain accessible to every runtime component. Privileges
should follow specific responsibilities.

8.7.6. Data Deletion and Right to Erasure

Deleting data in Al systems may require much more than issuing a DELETE against the primary database. The same
information may have copies and derivatives in multiple locations:

The primary database maintains the main record: Deletion usually begins at the operational source;
Replicas reproduce state: The change must propagate correctly;

Backups preserve historical versions: Retention policies must define how they are handled;

Caches may retain old results: Entries need to be invalidated;

Logs may contain data or identifiers: Observability is also part of lineage;

Vector indexes preserve derived representations: Removed documents must not remain retrievable;
Training datasets may contain historical copies: Lifecycle management must consider downstream uses;

Derived features may retain transformed information: Deletion must account for dependencies.

Governance must understand this lineage. Otherwise, an organization may believe it has deleted certain
information while copies remain accessible. Data lifecycle must be designed before the platform grows to the
point where no one knows where each piece of information has propagated.

8.8. Operability and Performance of the Data Layer

Storage should not be treated as invisible infrastructure. Databases, caches, and indexes are part of the critical
path of many Al systems and must be observed with the same rigor applied to models and services.

8.8.1. Observability

Traditional metrics remain fundamental. A platform should observe different signals:

Latency shows the time spent accessing data: Percentiles are more useful than isolated averages;
Query throughput indicates pressure on the system: Traffic growth may reveal approaching saturation;
Connection utilization reveals pressure on pools: Limits may be near even when CPU appears healthy;

Cache hit rate measures the efficiency of the reuse layer: Declines may increase cost and load on
backends;

Replication lag indicates delay between copies: Reads may observe outdated data;
Disk usage helps anticipate capacity exhaustion: Full storage can cause abrupt failures;



e Error rate reveals functional or operational problems: Timeouts and connection failures need to be
correlated.

RAG adds specific metrics to the data layer:

e Indexing time measures operational freshness: New content must reach retrieval within the expected
SLA;

e Pending documents reveal backlog: Ingestion may be delayed;
Index age indicates staleness: A semantically correct knowledge base may still be operationally outdated;
Ingestion failures indicate loss of coverage: Documents may never reach the retrieval mechanism.

These signals help distinguish Al problems from infrastructure problems. An apparent degradation in LLM quality
may simply be the consequence of an index that stopped receiving recent documents.

8.8.2. Connection Pooling

Opening a new database connection for every request is expensive and can rapidly exhaust resources. Connection
pools reuse connections and amortize this cost. However, increasing pool size indefinitely does not increase
database capacity.

Sizing must consider the system as a whole:

e The per-instance pool determines local concurrency: Each process may maintain a certain number of
connections;

e The number of instances multiplies this value: Horizontal scaling increases pressure on the database;
The backend's total limit defines actual capacity: The sum of all pools must respect the shared resource.

An application with one hundred pods and fifty connections per pod may attempt to maintain thousands of
simultaneous connections. The mistake is sizing each service in isolation. Connection pooling must be analyzed
globally because the database is a shared resource across all instances.

8.8.3. Hot Partitions and Hot Keys

Data distribution is rarely perfectly uniform. An architecture that appears well partitioned may concentrate much
of its traffic on a small number of keys.

Hotspots can emerge under different conditions:

Highly popular users receive disproportionate load: A single identifier may dominate operations;

e Large tenants break the assumption of uniform distribution: One organization may generate significantly
more traffic than others;

e Recent timestamps concentrate events: Partitioning directly by time may route writes to the same shard;
Viral content suddenly changes access patterns: Historical distribution stops representing current traffic.

A single overloaded partition can limit throughput even when the cluster's total capacity appears sufficient.
Different mechanisms can contribute to mitigation:

Repartitioning redistributes the data space: The sharding strategy can be changed;
Key salting spreads concentrated access: A logical key maps to multiple physical keys;
Caching reduces repeated backend access: Hot reads can be absorbed;

Replicas increase read capacity: Additional copies distribute queries;



e Hot data can receive specialized treatment: Resources are directed toward the data that is actually under
pressure.

A Staff Al Engineer should observe distribution and skew, not only global averages. A distributed system may
appear healthy on average while a single partition determines the SLO experienced by users.

8.9. Database Selection as an Architectural Decision

Choosing storage is an architectural decision with potentially high reversal costs. Migrating data, contracts,
gueries, and consumers can be significantly harder than replacing a software library. A mature selection process
therefore begins with requirements.

Several questions help structure the analysis:

o Do we need strong transactions? Invariants determine whether atomicity and isolation are fundamental
requirements;

Which queries dominate the workload? Access patterns should drive the structure;

What is the read-to-write ratio? Read-heavy and write-heavy systems favor different decisions;

What volume must be stored? Size influences cost and scaling mechanisms;

Are there complex relationships? A relational or graph model may be more natural;

Is similarity search required? Embeddings require appropriate nearest-neighbor retrieval mechanisms;
What level of consistency is required? Not every read needs to immediately observe the latest write;
What latency is acceptable? The SLO may rule out certain architectures;

How is the workload expected to grow? A solution that is appropriate today needs an acceptable
evolution path.

After answering these questions, different technologies can be combined.

Maturity does not mean using the largest possible number of databases. It means using the smallest set of
technologies capable of meeting requirements without transferring unnecessary complexity to the application.

8.9.1. Polyglot Persistence

Polyglot persistence consists of using different storage mechanisms for different workloads. A platform may, for
example, separate responsibilities:

A relational database maintains transactions: Invariants and operational state remain protected;
Object storage preserves documents: Large artifacts reside in a durable and economical layer;
A vector database maintains embeddings: Similarity search uses a specialized structure;

A distributed cache reduces latency: Hot results are reused across instances.

This specialization can provide a better technical fit. However, every new technology creates an additional
operational surface.

More mechanisms mean additional costs:

e More expertise must exist within the organization: Each system has its own behavior and tuning
requirements;
More observability must be maintained: Dashboards, alerts, and traces increase;
More backup and recovery strategies emerge: Not all technologies provide the same guarantees;



e More security controls must be configured: Each platform has its own permissions and secrets;
e More vendors can increase dependency: Contracts, pricing, and lock-in become part of the system.

At Staff level, the rule should be conservative: add a new storage technology when its specific benefit clearly
outweighs the operational and cognitive cost it introduces.

8.9.2. Key Trade-Offs

There is no storage architecture that simultaneously maximizes consistency, performance, flexibility, isolation, and
cost efficiency. The most common decisions can be understood as trade-offs:

e Normalization improves consistency: However, denormalization can reduce joins and accelerate specific
read paths;

e Strong consistency reduces divergent states: But it requires more coordination and can affect availability

or latency;

Indexes accelerate reads: However, they make writes more expensive and increase storage consumption;

Schema rigidity increases control: However, flexible schemas may facilitate certain forms of evolution;

A long TTL increases cache hit rate: But it expands the staleness window;

Local caching avoids network calls: However, distributed caching increases sharing across instances;

Relational databases provide transactions and expressive queries: However, NoSQL models may better
fit specific workloads;

Object storage provides low-cost scale: However, it does not provide database semantics;

Greater tenant isolation reduces risk: But it increases infrastructure and operational cost;

e Replication improves availability and read capacity: However, it increases cost, complexity, and the
number of copies that must be governed.

The best solution does not maximize every dimension. It provides the level of guarantee the product requires
without paying for complexity that does not produce proportional value.

8.9.3. Important Anti-Patterns

Several mistakes recur in persistence architectures and can be identified during design reviews. The primary
anti-patterns include different forms of selecting technology before understanding the system:

o Choosing the database before understanding the queries: The technology begins to dictate the design
instead of serving the workload;

e Using one database for every workload: Initial simplicity may create bottlenecks and structural
compromises;

e Adding too many databases prematurely: Excessive specialization increases operational overhead before

a real need exists;

Failing to define the source of truth: Copies and derivatives begin competing as authoritative sources;

Creating a cache without TTL or invalidation: Old data remains available indefinitely;

Sharing a cache without authorization context: Reuse can turn into data leakage;

Indexing every column: Writes and storage become more expensive without proportional benefit;

Running recurring full scans: The pattern frequently indicates a missing index or inappropriate modeling;

Storing large blobs in a transactional database unnecessarily: Backup, replication, and cost may increase
substantially;

Treating object storage like a local filesystem: Different semantics may produce incorrect behavior;
e Maintaining a backup that has never been tested: Recovery remains purely theoretical;



Failing to version critical documents: Auditing and reproduction become difficult;
Deleting the source while preserving derivatives: Embeddings, caches, or indexes continue exposing
content;

e Relying on the LLM to enforce authorization: A security decision is delegated to a probabilistic
component.

Recognizing these patterns early prevents substantial technical debt and reduces the need for high-risk migrations
later.

8.10. Business Impact

Storage rarely appears as the feature the user purchases. However, persistence decisions directly affect
experience, availability, cost, risk, and the ability to grow.

A strong architecture can produce concrete economic benefits:

e Faster queries improve user experience: Proper indexing and modeling reduce product latency;
Caching reduces marginal cost: Computations, retrieval operations, and external calls can be reused;
Object storage reduces retention cost: Large volumes remain available without consuming expensive
transactional infrastructure;

o Transactions prevent economically significant errors: Invalid states can cause duplicate charges, losses, or
inconsistencies;
Backups reduce incident impact: Recovery decreases downtime and data loss;

e Data governance reduces regulatory risk: The organization knows where information resides and which
identities can access it;

e Efficient multi-tenancy improves unit economics: Resources can be shared while maintaining appropriate
isolation;

e Good modeling reduces the cost of evolution: Teams can add functionality without continuously fighting
the data structure.

Storage may remain invisible when it works well. When it works poorly, it can limit throughput, increase latency,
prevent compliance, raise costs, and block the evolution of the entire product.

At Staff level, the question is not merely, "Which database scales?". The question is: which data architecture can
sustain product growth within reliability, security, and economic constraints?

Chapter Summary

Databases and storage systems form the operational memory of Al systems. Models may be probabilistic, but the
state that controls users, permissions, workflows, documents, payments, and auditing still requires clear
semantics and explicit guarantees.

The core principles can be summarized as follows:

e Start with access patterns: The appropriate storage mechanism depends on the predominant operations;
Use transactions when invariants matter: Probabilistic intelligence does not replace deterministic
integrity;

e Choose consistency according to risk: Not every piece of data requires maximum guarantees;



Index critical queries: Performance at scale depends on structures aligned with the workload;

Use NoSQL for specific problems: It is not an automatic replacement for relational databases;

Treat caching as an optimization: The layer should be able to disappear without destroying the
authoritative source;

Define TTL and eviction deliberately: Freshness, memory, and cost must be controlled;

Use object storage for large artifacts: Documents, datasets, and models do not need to occupy
transactional databases;

Define the source of truth explicitly: Derived representations must be reconstructable;

Control the complete data lifecycle: Creation, updates, versioning, and deletion must propagate across all
representations;

Apply authorization before or during retrieval: Restricted content must not reach the model;

Add new technologies only when there is a clear benefit: Polyglot persistence has a real operational cost.

The most important lesson is that persistence does not merely mean deciding where data will be stored. This layer
defines which guarantees the system can provide regarding truth, consistency, speed, isolation, recovery, and
auditability.

Practical Framework for Selecting and Evaluating Storage in Al

Engineering

When analyzing a new system, a Staff Al Engineer can use a reasoning sequence that begins with the data and

ends with business consequences. First, determine which types of information exist and what role each one plays:

Identify the primary entities: Users, documents, events, states, configurations, and artifacts may require
different semantics;

Separate critical data from reconstructable data: Losing a transaction is not equivalent to losing a cache;
Identify large objects: Blobs may require different storage from metadata;

Map derived data: Chunks, embeddings, features, and caches require lineage;

Declare the source of truth: Each piece of information should have an authoritative representation.

This first step prevents technology selection before the data that must survive has been understood. Next, analyze

the access patterns:

Determine whether lookup occurs by key: This may favor key-value structures;

Identify relationships and joins: The relational model may be more appropriate;

Map range queries and temporal filters: Indexes must reflect these patterns;

Identify large-scale analytics: OLAP workloads may require a dedicated layer;

Determine whether similarity search is required: Embeddings require appropriate indexing;
Identify large blobs: Object storage can separate raw artifacts from structured metadata.

Storage should be optimized for the operations that actually dominate the system, not for hypothetical queries.
Next, determine the required guarantees:

Define which writes must be transactional: Invariants should determine the required rigor;
Determine how much stale data is acceptable: Freshness must be treated as a requirement;
Evaluate the need for read-after-write semantics: Some flows cannot observe older versions;
Determine whether duplication is tolerable: Idempotency and side effects can make this critical;
Define availability requirements: Behavior during failures must be explicit.



Stronger guarantees have a cost. The objective is to pay for them where they genuinely protect the business. Next,
evaluate scale and distribution:

Estimate the number of records and objects: Volume affects partitioning and cost;
Estimate the read rate: Read-heavy workloads may justify replicas and caching;
Estimate the write rate: Write amplification and contention must be considered;
Project expected growth: An architecture must have an evolution path;

Evaluate the need for partitioning or sharding: Distribution should be introduced when justified by the
workload.

Scale should not be treated only as total volume. Uneven distribution and hot partitions can constrain the system
long before aggregate capacity is exhausted. Next, evaluate operational performance:

Identify queries that require indexes: Auxiliary structures should reflect the critical path;

Determine whether caching provides meaningful benefit: Do not add a layer without measuring its value;
Define TTL based on staleness tolerance: Freshness must derive from the domain;

Evaluate the risk of hot keys: Global averages may hide localized saturation;

Size connection pooling globally: The sum of all consumers must respect database capacity.

The objective is to optimize the end-to-end path, not to maximize an isolated metric of the data layer. Next,
analyze security and governance:

Classify sensitive data: Different categories may require different controls;

Define where authorization is enforced: The LLM should never be the primary barrier;
Model tenant isolation: Boundaries must exist in storage and retrieval;

Map replicas and backups: Governance must know about every copy;

Define how deletion propagates: Derived representations are also part of the lifecycle;
Include embeddings and caches in lineage: Derived data cannot be forgotten;

Design encryption and key management: Encryption must be accompanied by access control.

This step transforms security from a peripheral concern into a structural property of the architecture. Finally,
connect the decision to the business:

e Calculate the total cost of persistence: Storage, replicas, caches, operations, and vendors must all be
included;

Quantify the impact of downtime or data loss: Reliability must have economic context;

e Measure how much caching reduces cost or latency: Optimizations should demonstrate value;
Evaluate whether the architecture supports growth without premature rewrites: Future flexibility also
has value;

e Question whether multiple databases are genuinely justified: Unnecessary specialization creates
operational debt;

e Validate regulatory requirements: Data residency, retention, auditing, and deletion may constrain
technical options.

This is the mental model expected of a Staff Al Engineer: treat data and persistence as a central part of the
architecture, deliberately selecting the guarantees, structures, and technologies that enable information to be
transformed into value with reliability, security, and sustainable cost.
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