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Chapter Objective

Modern artificial intelligence systems are almost always distributed systems. Even when an application appears
simple to the user, a single request may traverse authentication, APl gateways, retrieval services, databases,
model providers, external tools, observability mechanisms, and storage layers before producing a response.

This means that a significant portion of the latency, failures, security risks, and costs of an Al system does not
necessarily originate in the model. It emerges from communication among components.

For a Staff Al Engineer, understanding networking does not mean memorizing protocols. The goal is to develop a
mental model that makes it possible to understand how remote calls affect system reliability, performance,
scalability, security, and economics.

Several principles should guide this reasoning from the outset:

e Networks introduce latency and uncertainty: A local call has very different characteristics from
communication with another process, service, region, or external provider;

e Every remote dependency can fail: Timeouts, retries, circuit breakers, and fallback mechanisms must be
part of the design rather than additions made only after the first incidents;

e Protocols represent architectural trade-offs: REST, gRPC, WebSockets, Server-Sent Events, and
asynchronous events serve different communication patterns;

e Connection management affects performance: Continuously establishing new connections can waste
resources and introduce unnecessary latency;

e Encryption and identity are part of the architecture: TLS, service-to-service authentication, and network
segmentation are components of the threat model;

e Asynchronous communication reduces temporal coupling: However, it introduces eventual consistency,
ordering, deduplication, and greater operational complexity;

o Every hop has a cost: The more components that participate in the critical path, the greater the number
of opportunities for latency and failures;

o Performance must be analyzed end-to-end: Optimizing an isolated service provides limited value when
another component dominates the latency budget.
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The fundamental mental model of this chapter can be summarized as follows: every network call should be
treated as a potentially slow, fallible, observable, and security-sensitive operation.

At the Staff level, the question is no longer merely, “Which protocol should we use?”. Instead, it becomes: which
communication design delivers the required behavior within our latency, scale, reliability, security, cost, and
operational complexity constraints?

6.1. Networking Fundamentals for Al Engineering

Networking defines how machines, processes, and services exchange data. In distributed Al systems,
understanding this layer makes it possible to diagnose problems that are often incorrectly attributed to the model.

Intermittently slow requests, connection errors, timeouts, service saturation, DNS failures, TLS problems, and
unexpected increases in latency may occur before inference even begins. For this reason, a Staff Al Engineer must
reason about the complete path traversed by a request rather than focusing exclusively on Al components.

6.1.1. TCP/IP and the Cost of a Remote Call

TCP/IP underpins the communication used by most modern distributed systems. From an Al Engineering
perspective, the most important concept is not memorizing internal protocol details, but understanding that a call
between services passes through multiple stages before reaching its destination.

TCP provides connection-oriented communication and mechanisms that make data transmission reliable from the
application’s perspective. Its responsibilities include several important behaviors:

Delivery: The protocol attempts to ensure that transmitted data reaches its destination;
Ordering: Data that arrives out of sequence can be reordered;

Retransmission: Lost packets may need to be transmitted again;

Flow control: The sender must adjust transmission according to the available capacity;

Connection management: Communication maintains state while the connection remains active.

These properties simplify application development, but they are not free. Connections must be established,
packets may be lost, congestion may reduce throughput, and open connections consume resources. In a call to a
remote model provider, a meaningful portion of the total time may be consumed by the network before inference
begins.

This latency must be included in the latency budget. The architectural consequence is important: the more
services present in the synchronous path of a request, the greater the probability that one dependency will
degrade the complete experience.

An architecture based on many microservices may appear elegant from the standpoint of separation of
responsibilities while simultaneously exhibiting poor operational behavior if a request must traverse a long
sequence of services.

A Staff Al Engineer must distinguish logical separation from physical distribution. Not every conceptual boundary
needs to become a network call.

6.1.2. DNS, HTTP, HTTPS, and Destination Identity



DNS transforms service names into addresses that can be used by the network. Applications typically access
domains or logical names rather than directly hard-coded IP addresses. This mechanism provides flexibility and
enables service discovery, but it also introduces another dependency into the request path.

Problems at this layer can take different forms:

Resolution failure: The application cannot discover the service address;

Resolution latency: Additional queries may increase request latency;

Stale information: Caches may temporarily continue pointing to old destinations;
Incorrect resolution: An error may direct traffic to unintended endpoints;

Systemic failure: Shared DNS dependencies may affect multiple services simultaneously.

In cloud and Kubernetes environments, name resolution constantly participates in service discovery. Therefore,
caching and TTL values must balance efficiency with update speed. However, discovering an address does not
prove the identity of the server.

This distinction has direct security implications. An application should not assume that an address obtained
through DNS is sufficient to trust the destination. TLS and correct certificate validation remain necessary to
authenticate the connection.

HTTP, in turn, provides the predominant request-response model used by modern APIs. It appears in integrations
with model APIs, retrieval services, agent tools, observability systems, databases exposed through HTTP
interfaces, and internal services.

A remote HTTP call typically involves several sources of cost:

Serialization: Internal structures must be transformed into a transportable representation;
Network latency: The request must traverse the infrastructure to reach its destination;
Server processing: The remote service must execute the requested work;

Connection overhead: Establishing or negotiating a connection may add latency;
Response transfer: Larger outputs consume more bandwidth and transmission time.

In generative systems, both processing time and response size can be significant. Therefore, optimizing inference
alone without understanding the rest of the request path may deliver limited gains.

Staff-level engineering requires decomposing this latency and identifying which component actually dominates
the end-to-end experience.

6.1.3. TLS, Idempotency, and Connection Pooling

HTTPS adds TLS to HTTP communication. In enterprise Al systems, this protection is particularly relevant because
requests may transport Pll, internal documents, prompts, financial data, credentials, and model outputs.

TLS provides fundamental properties for secure communication:

Confidentiality: Intermediaries should not be able to interpret the transmitted content;
Integrity: Unauthorized modifications to network traffic must be detectable;

Authentication: Certificates make it possible to validate the server’s identity;

Mutual authentication: In some environments, both parties may need to prove their identities.



However, security also has operational consequences. The TLS handshake adds work when establishing a new
connection, certificates must be correctly renewed, and improper configurations can weaken security guarantees.

For a Staff Al Engineer, TLS should not be treated merely as an invisible configuration managed by infrastructure. It
is part of the threat model.

When sensitive data leaves a service, engineers must understand who receives the information, where the
connection terminates, whether proxies participate in the path, where TLS termination occurs, and which
intermediaries are able to observe the traffic. These decisions directly connect networking to privacy and
governance.

Another important concept is idempotency. Network failures make retries inevitable in some architectures, but
repeating an operation does not necessarily produce the same effect.

A read operation may be safe to repeat. An operation that triggers an external action may not be.

Systems that perform mutable operations must therefore consider mechanisms such as idempotency keys. This
issue is particularly important in agentic systems.

If an agent invokes a tool that performs a financial action and a timeout occurs, the absence of a response does
not prove that the action did not happen. Automatically repeating the same call may duplicate the effect.

In this case, networking directly affects operation semantics. Connection pooling addresses another problem:
creating a new connection for every request is expensive. Reusing existing connections can significantly reduce
overhead.

The main effects are important:

Lower latency: Handshakes and connection setup no longer occur continuously;
Higher throughput: Less time is spent preparing communication;

Lower socket consumption: System resources are used more efficiently;

Lower TLS overhead: Existing connections avoid unnecessary negotiations;

Greater stability: The application reduces the likelihood of generating connection-establishment storms.

However, a connection pool is itself a resource that must be properly sized. Pools that are too small may introduce
internal queues and limit concurrency. Excessively large pools may saturate downstream services, consume file
descriptors, and create more parallelism than the dependency can support.

The correct question, therefore, is not how many connections can be opened. It is how many connections the

system can use efficiently without turning concurrency into overload.

6.2. APIs and Communication Protocols

APIs represent contracts between systems. For a Staff Al Engineer, APl design is not merely an integration
problem: protocol and contract choices influence coupling, performance, governance, observability, and
evolvability.

An inadequate interface can make systems difficult to version, migrate, or operate. A well-designed interface
establishes stable boundaries between components and teams.



There is no universally superior protocol. The decision must consider consumers, traffic profiles, call frequency,
payload volume, streaming requirements, communication direction, and available infrastructure.

6.2.1. REST, gRPC, and GraphQL

REST is widely used because of its simplicity and compatibility with the HTTP ecosystem. It works particularly well
when interoperability and operational simplicity are more valuable than aggressive optimizations.

Several characteristics explain this popularity:

Broad compatibility: Languages, platforms, gateways, and tooling provide extensive support;
Ease of integration: External clients can consume HTTP interfaces with relative simplicity;
Strong observability: Requests and responses are familiar to infrastructure and tooling;
Accessible debugging: Payloads based on readable formats simplify investigation;

Simple documentation: Endpoints and operations can be presented relatively directly.

These benefits do not eliminate limitations. Payloads may be larger, contracts require schema discipline, certain
operations may require multiple calls, and sophisticated streaming scenarios may justify alternative protocols.
REST therefore represents a strong default choice when simplicity and interoperability dominate the
requirements.

gRPC positions the trade-offs differently. It uses strongly defined contracts and more efficient communication,
making it particularly attractive for frequent internal calls.

Its benefits can be analyzed across several dimensions:

Efficient payloads: Binary representations can reduce payload size and communication overhead;
Typed contracts: The interface between producer and consumer becomes more explicit;

Code generation: Clients can be generated from the contract;

Streaming: More sophisticated workloads can use continuous streams;

Efficiency for internal calls: High-frequency services can benefit from lower relative overhead.

In Al platforms, these characteristics can be useful for model serving, embedding services, retrieval services, and
high-throughput internal APIs. However, gRPC also introduces costs.

Manual debugging tends to be less straightforward, external integration may be less convenient, and proxies,
gateways, and tooling must provide appropriate support. More rigid contracts also require disciplined versioning
and compatibility management.

The choice between REST and gRPC should therefore not be ideological. Public APIs and heterogeneous
integrations may favor REST. Intensive internal communication may justify gRPC.

GraphQLl addresses a different problem. It allows clients to express which data they want to receive and can
reduce over-fetching or under-fetching when different consumers require different combinations of information.

Its key properties include several important benefits:

Consumer flexibility: Different clients can use the same interface in different ways;
Data composition: Related information can be retrieved through a single query;
Explicit schema: The structure available for querying is formalized;

Strong fit for complex interfaces: Front ends can control their payloads more precisely.



This flexibility must be controlled. Queries may become expensive, caching can be less straightforward,
authorization may need to occur across different fields or resolvers, and excessively deep queries can create abuse
or Denial-of-Service risks. GraphQL is generally not the central protocol for model serving, but it may be
appropriate for applications that expose complex data structures to interfaces.

The Staff-level principle is simple: choose the protocol with the lowest complexity capable of supporting the
actual communication pattern.

6.2.2. WebSockets and Server-Sent Events

Not every communication pattern fits naturally into the traditional model of one request followed by one
complete response. Interactive applications, voice agents, collaborative interfaces, computer-use agents,
notifications, and progressive generation may require persistent communication or streaming.

WebSockets enable persistent bidirectional communication. Once the connection has been established, both
client and server can continuously send data.

This behavior provides several important properties:

e Bidirectional communication: Both participants can produce events;

e Low latency between messages: The communication channel does not need to be continuously
recreated;

e Strong fit for real-time interactions: Continuous flows can occur in both directions;
Lower reconnection overhead: The session remains established throughout the interaction.

Connection persistence, however, changes the operational problem. Each connection consumes resources,
interrupted sessions require reconnection strategies, state may need to be preserved, and load balancing
becomes more complex when connections remain open.

Voice agents are a natural example: audio may need to flow continuously in one direction while transcription,
decisions, and responses travel in the opposite direction.

Server-Sent Events support a simpler pattern. In this case, the server maintains a stream to the client over HTTP
infrastructure without requiring complete bidirectional communication.

This produces benefits in specific scenarios:

Operational simplicity: The mechanism relies on traditional HTTP infrastructure;
Strong browser integration: Clients can consume events progressively;
Lower complexity: Bidirectional semantics do not need to be maintained when they are unnecessary;

Strong fit for token streaming: Generated content can progressively reach the user.

This final property is particularly relevant to LLM applications. Streaming does not necessarily reduce the total
time required to complete generation. However, it reduces perceived latency because users begin receiving
content before the operation has fully completed.

This distinction is important. System performance is not merely an infrastructure metric. It is also a product
variable.



When communication is exclusively server-to-client, adopting WebSockets by default may introduce state and
complexity without producing proportional benefits. The choice must reflect the actual semantics of the
interaction.

6.3. Distributed Communication and Reliability

A distributed architecture must decide not only which components exist, but also how those components depend
on one another over time. This decision influences coupling, failure propagation, latency, and scalability.

The two fundamental models are synchronous and asynchronous communication. Neither is universally superior.
The goal is to preserve synchronous communication only where an immediate response is required and decouple
activities that do not need to participate in the critical path.

6.3.1. Synchronous and Asynchronous Communication

In synchronous communication, one component waits for another to complete an operation before continuing.
This model naturally corresponds to the flow of many applications. A user submits a question, the system
performs retrieval, invokes a model, and returns the response.

There are clear benefits:

Easy-to-understand flow: Request and response remain directly related;

Immediate result: The caller receives the response before continuing;

Relatively straightforward debugging: The execution path tends to be more explicit;
Strong fit for online interaction: The user may depend on the result at that moment.

The primary cost is temporal coupling. When one service synchronously depends on several other dependencies,
all of them must respond within the interval required for the complete operation to succeed.

This introduces multiple risks:

Accumulated latency: Sequential calls add their execution times to the critical path;
Cascading failures: A slow dependency can consume the capacity of upstream components;
Conflicting timeouts: Each service may wait longer than the global budget allows;

Retry amplification: Multiple layers retrying calls can dramatically increase traffic during incidents.

Synchronous communication should therefore primarily be reserved for operations whose results are required to
continue the current user experience.

Asynchronous communication changes this relationship. The producer records work or an event without needing
to wait for complete processing. This pattern is particularly appropriate for activities such as indexing, telemetry,
evaluation, document processing, notifications, and model retraining.

Its benefits are different:

Lower temporal coupling: Producers and consumers do not need to process work simultaneously;
Greater resilience: Work can wait while consumers are unavailable;

Burst absorption: Buffers can temporarily decouple production from consumption;

Independent scalability: Consumers can scale according to the backlog;

Shorter critical path: Secondary activities no longer block the user.



This flexibility also introduces complexity. The result is no longer immediate, parts of the system may remain
temporarily inconsistent, messages may arrive more than once, ordering may matter, and tracing must cross
asynchronous boundaries.

A healthy pattern in Al Engineering is to keep only the work that genuinely needs to be completed before
responding on the critical path. Everything else should be considered a candidate for asynchronous processing.
This reduces both latency and failure coupling.

6.3.2. Message Queues, Pub/Sub, and Streaming

Message queues make it possible to store work until consumers have the capacity to execute it. They act as a
boundary between production and processing.

In Al systems, this pattern naturally appears in pipelines, background jobs, task execution, long-running agent
workloads, and ingestion.

The most relevant properties include several capabilities:

Buffering: Temporary spikes can be absorbed without immediately transferring pressure to the consumer;
Controlled retries: Failures can be reprocessed according to a defined policy;

Decoupling: The producer does not need to know the consumer’s execution details;

Observable backpressure: Queue growth indicates that production is exceeding consumption;

Durability: Depending on the implementation, messages may survive process failures.

Introducing a queue does not eliminate design problems. It merely moves them into an explicit layer that must be
managed. Retry policies, dead-letter queues, idempotency, ordering, retention, and priorities must be defined.

A RAG ingestion pipeline illustrates this design well. Incoming documents can be registered in a queue while
workers execute parsing, chunking, embedding generation, and indexing. The user or system that submitted the
content does not need to synchronously wait for all processing to finish, and pipeline capacity can be scaled
independently.

Pub/Sub addresses a different need. Rather than representing work for a single consumer, an event can be
distributed to multiple interested systems.

Consider the promotion of a new model to production. This event may simultaneously be relevant to
observability, billing, governance, audit, and deployment systems.

This pattern provides important benefits:

Extensibility: New consumers can react to the event without modifying the producer;
Low coupling: The producer does not need to know every interested system;
Event-driven architecture: Components can respond to relevant platform events;

Independent scalability: Each consumer manages its own capacity.

The downside is that side effects become less explicit. When dozens of components implicitly react to events,
understanding the complete behavior of the system can become difficult. Event catalogs, documentation, and
tracing therefore become increasingly important.



Streaming extends this reasoning to continuous processing. It is particularly useful when freshness provides
meaningful value, such as feature updates, fraud detection, observability, online learning, incremental index
updates, and event-driven agents.

The benefits come with additional responsibilities:

Low event-to-processing latency: The system can respond quickly to changes;
Fresher information: The interval between data generation and data usage decreases;
Strong fit for continuous flows: Large volumes do not need to wait for batches to form;

Real-time intelligence: Decisions can use a more recent view of system state.

Conversely, streaming requires handling ordering, late events, duplicates, checkpoints, state, and reprocessing.
The choice between batch and streaming should therefore be driven by the value created by freshness. If updating
a specific data point daily satisfies the business requirement, a streaming architecture may simply convert a simple
need into operational debt.

6.3.3. Timeouts, Retries, and Circuit Breakers

Remote failures must be assumed from the beginning. Timeouts are one of the fundamental mechanisms in this
architecture. A network call should not be able to wait indefinitely while holding workers, connections, or other
resources.

Defining an appropriate timeout requires considering multiple dimensions:

Latency budget: A dependency should not consume all of the time available for the operation;
Historical behavior: The limit must distinguish normal latency from significant degradation;
Criticality: Different dependencies may receive different budgets;

Fallback: Systems with alternatives can react more quickly to degradation;

User experience: The timeout must respect the acceptable duration for the complete interaction.

Timeouts that are excessively high keep resources occupied for longer. Overly aggressive timeouts interrupt
legitimate operations and may trigger unnecessary retries. Retries address transient failures such as temporary
connection loss or temporary unavailability.

They must be used with discipline:

Retry only transient failures: Permanent errors do not improve when executed again;
Use exponential backoff: The interval between attempts can progressively increase;
Add jitter: Clients avoid retrying calls at exactly the same moment;

Limit attempts: Failures should not produce infinite retry loops;

Respect idempotency: Operations with side effects require additional guarantees.

Poorly configured retries can transform localized degradation into larger incidents. If a dependency is already
saturated and thousands of clients immediately retry requests, the retry mechanism increases traffic precisely
when the service has less capacity. The result can be a retry storm.

In agentic systems, tool semantics are especially important. Reexecuting a query may be relatively safe.
Reexecuting a financial operation does not have the same meaning.



Circuit breakers provide another form of protection. When a dependency repeatedly fails, continuing to send
traffic may waste caller resources and prevent the downstream service from recovering. A circuit breaker can
temporarily stop those calls.

During this period, the system can quickly reject the operation, use a fallback, or enter graceful degradation. Later,
controlled requests can verify whether the dependency has resumed responding.

This mechanism provides several benefits:

Reduced overload: The downstream system gets an opportunity to recover capacity;
Caller protection: Workers do not remain occupied with calls that are likely to fail;
Cascade containment: A failure is less likely to propagate throughout the architecture;

Graceful degradation: The product can continue providing partial capabilities.

Model providers, retrieval services, vector databases, and external tools are natural examples of dependencies
that may be protected by this pattern.

The goal is not to add circuit breakers indiscriminately. It is to prevent a degraded dependency from progressively
consuming the resources of the entire system.

6.4. Performance, Security, and Networking in Al Architectures

Networking should not be analyzed separately from Al architecture. RAG and agentic systems amplify remote
dependencies because a single interaction may trigger multiple calls. At the same time, API gateways, service
identities, segmentation, and rate limiting directly connect networking to governance, security, and FinOps.

At the Staff level, these dimensions must be treated as parts of the same system.

6.4.1. Networking in RAG Architectures and Agentic Systems

RAG depends heavily on communication between services. A single query may involve embedding services, vector
databases, lexical search, reranking, and generation. If every stage is remote and executed sequentially, total
latency can increase quickly.

Several decisions can help control this architecture:

e Parallelize independent operations: Dense and lexical retrieval can execute simultaneously when they do
not depend on one another;

Reuse connections: Connection pooling reduces repeated setup work;

Co-locate critical components: Shorter network distances can reduce latency;

Apply caching when appropriate: Repeated queries or results can avoid unnecessary calls;

Eliminate low-value hops: Every intermediate service adds latency, dependency, and failure surface.

The central principle is to analyze end-to-end latency. It does not matter that a vector database responds quickly if
embedding, reranking, or model inference dominate total execution time. Likewise, optimizing inference may
provide little value if a sequence of remote calls is consuming most of the latency budget.

Agentic systems amplify this problem even further because a task may execute multiple tools before reaching its
final state. An agent that performs ten external calls is repeatedly exposed to timeouts, rate limits, partial failures,



inconsistencies, and network costs. Tool execution must therefore be treated as an infrastructure layer rather than
merely an auxiliary function of the LLM.

Several capabilities become particularly important:

Per-tool timeout: A faulty integration should not block the entire execution;
Tool-specific retry policy: Different tools have different retry semantics;

Rate limiting: The agent should not overload dependencies;

Circuit breaker: Degraded services must be isolated;

Structured errors: Failures need representations that enable correct handling;

Audit logging: Tool calls must be traceable.

This architecture also has a cybersecurity dimension. Prompt injection may attempt to induce an agent to access
external destinations or exfiltrate information. If the runtime allows unrestricted egress, a probabilistic model
decision can be directly translated into a dangerous network operation.

The agent therefore should not have implicit freedom to communicate with arbitrary addresses. Just as critical
actions require deterministic authorization, network access should also be controlled by policies independent of
the model.

6.4.2. APl Gateways, Identity, and Segmentation

API| gateways operate as a central entry layer for a platform. They can consolidate capabilities that would be
difficult to implement consistently across every service.

Some of the most important functions include the following controls:

Authentication: Identifies the APl consumer;

Rate limiting: Controls the number of requests allowed;
Routing: Determines which backend will process the request;
Logging: Centralizes operational evidence;

Quotas: Limits consumption per user, application, or tenant;

Policy enforcement: Applies common platform restrictions.

In Al platforms, this centralization can have direct financial impact. A gateway can control which consumers have
access to a specific model, how much each tenant is allowed to consume, and which policies apply to different
workload classes. Networking therefore becomes part of governance and FinOps.

Centralization also introduces risk: the gateway itself may become a bottleneck or single point of failure. A
central layer must therefore provide high availability, low latency, observability, and capacity compatible with the
aggregate traffic.

Another relevant principle is that security does not end with user authentication. Services must authenticate
other services. Automatically trusting a request simply because it originated within the corporate network creates
an excessively broad trust boundary.

A more robust model uses several principles:

e |dentity per service: Each workload has its own identity;
® Least privilege: Services receive only the permissions they require;
e Short-lived credentials: The potential impact of credential leakage is reduced;



e Mutual authentication: Both sides can verify who they are communicating with;
e Policy enforcement: Authorization takes identity and context into account.

This reasoning is directly related to Zero Trust. Compromising one component should not automatically grant
access to the entire platform.

Network segmentation complements this strategy. Infrastructure can be divided into zones with different levels of
access, separating, for example, public services, internal applications, model serving, databases, the control plane,
and agent workloads.

The central benefit is reducing blast radius. An internet-facing service that becomes compromised should not
automatically have direct access to every corporate database.

For agents, segmentation may be even more important. A tool executor may be authorized to communicate only
with the services required by its function. In this design, the network itself becomes an additional enforcement
layer.

6.4.3. Latency Budgets, Throughput, Backpressure, and Rate Limiting

Distributed systems need an end-to-end latency budget. Rather than allowing each dependency to independently
determine how long it will wait, the architecture begins with the total acceptable duration and allocates that
budget across its components. In a generative system, this budget may include authentication, retrieval, reranking,
model inference, tools, and network overhead.

This decomposition enables more useful questions:

Which component dominates latency?: Optimization efforts should focus on the actual bottleneck;
Which calls can occur in parallel?: Independent dependencies do not need to increase the sequential
path;
Which step can be removed?: Not every architectural layer justifies its cost;

o Could a smaller model satisfy the requirement?: Inference can be adjusted when it dominates the
budget;

o Could caching eliminate repeated work?: Certain operations may avoid remote processing;
Could part of the flow become asynchronous?: Work outside the critical path does not need to block the
user.

A Staff Al Engineer should think about end-to-end latency rather than isolated benchmarks.

Throughput represents another dimension. Latency measures how long an operation takes. Throughput measures
how many operations the system can process over time. Improving one metric does not necessarily improve the
other.

Batching, for example, can increase throughput while increasing the latency of an individual request. This trade-off
frequently appears in model serving. Interactive applications may prioritize low latency. Batch jobs may favor high
throughput. Mixed products may require different policies for each workload class.

When demand exceeds capacity, another mechanism becomes necessary: backpressure. Without flow control,
internal queues may grow continuously, consume memory, increase latency, trigger timeouts, and eventually
cause resource exhaustion.

Several control mechanisms can be used:



Rate limiting: Restricts the amount of work accepted;

Bounded queues: Prevents unbounded queue growth;

Admission control: Determines whether the system has enough capacity to accept new work;
Request shedding: Rejects part of the traffic during overload;

Autoscaling: Adds capacity when the architecture permits it.

Request shedding may appear undesirable because it means rejecting work. However, when the alternative is
allowing the entire platform to collapse, rejecting a portion of requests can preserve the remaining functionality.
This is graceful degradation.

Rate limiting also serves multiple purposes:

Abuse protection: Prevents extreme request volumes from dominating the system;
Cost control: Restricts consumption of expensive APls or models;

Downstream protection: Prevents exceeding the capacity of a dependency;
Fairness: Prevents one consumer from monopolizing resources;

Governance: Enables quotas to be defined per user, service, or tenant.

In Al platforms, this capability has particularly important economic implications. A poorly controlled integration
can generate a large volume of inference calls within a short period. Rate limiting is therefore not merely a
reliability or cybersecurity mechanism. It is also a FinOps control.

6.4.4. Network Cybersecurity

The network is one of the primary attack surfaces in distributed systems. This concern becomes greater in Al
systems because applications may manipulate sensitive data, access multiple tools, and allow models to influence
which operations are executed.

The threat model must consider multiple classes of attacks:

Traffic interception: Data transmitted without protection may be observed;

Unauthorized service access: Incorrectly exposed services may be accessed by unauthorized components;
SSRF: Attacker-controlled inputs may attempt to cause the application to access internal destinations;
Data exfiltration: Agents may be induced to send information to external endpoints;

DNS manipulation: Name resolution may be used to redirect traffic;

Credential leakage: Tokens and credentials may inadvertently appear in headers, logs, or traces;

Denial of Service: Large request volumes may consume system capacity;

Internal lateral movement: A compromised component may attempt to reach additional systems.

No single defensive mechanism solves all of these problems. A mature architecture combines TLS, authentication,
authorization, segmentation, egress filtering, rate limiting, input validation, and observability.

The fundamental principle is defense in depth. In agentic systems, this principle must be even more explicit:
model output should not independently determine the destination of a connection, just as it should not have
implicit authority to execute critical operations.

The model can propose an action. The infrastructure determines whether that communication is allowed.

6.5. Staff-Level Reasoning



Networking in Al Engineering is fundamentally a system design problem. The value does not come from knowing
REST, gRPC, queues, or circuit breakers in isolation. It comes from understanding how these choices modify
latency, throughput, failure propagation, security, cost, and operability across the complete product. Decisions at
this layer must therefore be evaluated through trade-offs, anti-patterns, and business impact.

6.5.1. Key Trade-Offs

There is no communication architecture that is ideal across every dimension. Each choice improves certain
properties while introducing new costs.

Several trade-offs repeatedly appear:

® Synchronous vs. Asynchronous: Synchronous communication provides a direct flow and immediate
results, whereas asynchronous communication reduces temporal coupling and increases the ability to
absorb failures and traffic spikes;

® REST vs. gRPC: REST prioritizes simplicity and interoperability, whereas gRPC can favor efficiency and
stronger contracts for internal calls;

o WebSockets vs. SSE: WebSockets provide persistent bidirectional communication, whereas SSE introduces
less complexity when only the server needs to deliver a stream;

® Retries vs. Load Amplification: Retries help address transient failures, but they can amplify downstream
overload;

e High Timeout vs. Resource Consumption: Waiting longer reduces premature interruptions but keeps
resources occupied for longer;

e Connection Reuse vs. Resource Limits: Pools reduce setup overhead and latency but must respect the
capacity constraints at both ends;

e Centralized Gateway vs. Additional Hop: Gateways simplify governance but introduce another
dependency into the request path;

e Streaming vs. Batch: Streaming increases freshness, whereas batch processing can provide a much
simpler operational model when real-time processing creates little value;

e Security Controls vs. Latency: Authentication, TLS, and proxies introduce some overhead but are required
to establish trust;

o Microservices vs. Network Complexity: Separating components can improve ownership and evolvability,
but every new physical distribution adds remote communication.

The Staff-level role is to make these trade-offs explicit and choose the point at which the additional benefit
justifies the introduced complexity. A mature answer rarely claims that a given protocol or pattern is always
superior. It explains the conditions under which that decision provides an advantage.

6.5.2. Important Anti-Patterns

Certain patterns repeatedly appear in fragile distributed systems. Recognizing them quickly is important both in
everyday engineering work and in advanced System Design interviews.

The most relevant examples include recurring behaviors:

Remote calls without timeouts: A slow dependency can progressively occupy all available workers;
Unlimited retries: Failures can turn into retry storms;
Executing all work synchronously: Secondary activities unnecessarily increase the critical path;

Creating a connection for every request: Handshakes, sockets, and TLS negotiations are repeatedly
wasted;



e Sequential execution of independent calls: The latency budget incorporates delays that could have
overlapped;

e Choosing a protocol by habit: Using REST, gRPC, or WebSockets without considering the actual
communication pattern creates unnecessary complexity;

e Using WebSockets for purely unidirectional streams: Additional state is introduced without a
corresponding benefit;

e Allowing unrestricted agent egress: The potential exfiltration surface increases;
Treating the internal network as a trust boundary: A local compromise may facilitate lateral movement;

e Absence of rate limiting: A single consumer may create operational and financial risk for the entire
platform;

o Absence of circuit breakers: Degraded dependencies may propagate failures throughout the architecture;

e Adding microservices without a clear operational benefit: Conceptual boundaries become physical hops,
increasing latency and failure surface.

These anti-patterns have one thing in common: local decisions ignore systemic effects. A Staff Al Engineer must
continuously ask whether an additional abstraction, protocol, or service improves end-to-end behavior or simply
distributes complexity.

6.5.3. Business Impact

Networking may appear to be an infrastructure discipline, but its consequences directly affect the product and its
economic metrics. A well-designed communication architecture can generate multiple forms of impact:

Lower latency improves user experience: Users receive responses faster;
Streaming reduces perceived latency: Generative applications can feel substantially more responsive;
Connection pooling improves resource utilization: Less repeated setup reduces operational overhead;

Asynchronous communication improves resilience: Traffic spikes do not immediately propagate to every
downstream component;

Rate limiting makes costs more predictable: Consumption of models and APIs can be controlled;

Circuit breakers contain incidents: External failures are less likely to become systemic failures;

Network segmentation reduces blast radius: Compromises encounter additional boundaries;

Efficient protocols can increase throughput: Lower overhead may allow better utilization of existing
infrastructure.

In systems that process large request volumes, small inefficiencies repeated millions of times are no longer small.
This directly connects networking to margin.

The same reasoning applies to reliability. An external dependency without containment mechanisms can
compromise the availability of an entire product. In this case, an apparently technical decision changes revenue,
user experience, and operational risk.

The Staff-level question is not merely, “What is the latency of this API?” It is: how does this dependency change
the cost and reliability of producing a successful business outcome?

Chapter Summary

Networking is a central part of Al Engineering because virtually every modern product depends on communication
among remote components. Models, retrieval, APIs, tools, databases, and platforms do not exist in isolation. They



form a distributed system whose final behavior depends as much on communication as on the intelligence
contained in the models.

The fundamental principles can be summarized as follows:

e Treat the network as slow and fallible: A remote call should never be assumed to be equivalent to a local
function;

Define timeouts explicitly: Resources cannot wait indefinitely;

Use retries with discipline: Only transient failures and semantically safe operations should be retried;
Reuse connections: Connection pooling reduces overhead but must respect resource limits;

Choose protocols according to flow requirements: REST, gRPC, GraphQL, WebSockets, and SSE solve
different problems;

e Keep only necessary work on the critical path: Secondary work is a candidate for asynchronous
processing;

e Control failure propagation: Circuit breakers and graceful degradation prevent one dependency from
compromising the entire system;

e Enforce backpressure: Demand above capacity must be deliberately controlled;

® Protect service-to-service communication: Identity, least privilege, and segmentation also apply within
the platform;

® Restrict agent network egress: Models should not have implicit authority to determine external
destinations;

e Manage throughput and latency as separate objectives: Optimizing one dimension can degrade the
other;

e Observe end-to-end latency: The user experiences the combined effect of architectural decisions.

The core lesson is that every additional hop represents latency, dependency, and failure surface. At the Staff level,
the key shift in perspective occurs when networking is no longer seen merely as data transport and instead
becomes understood as part of the product’s economic, operational, and security behavior.

Practical Framework for Analyzing Communication in an Al System

When reviewing a distributed architecture, a Staff Al Engineer can follow a relatively straightforward reasoning
sequence. First, reconstruct the end-to-end request path:

Critical path: Identify every component that must respond before the task can finish;
Network hops: Determine how many remote boundaries are crossed;

Dependency graph: Identify which calls depend on previous results;

Parallelism: Determine which independent operations could execute simultaneously;

Asynchronous opportunities: Remove from the critical path anything that does not need to block the
response;
e Latency objective: Determine the total acceptable duration for the product.

This first step prevents local optimization before the real bottleneck is known. Next, analyze every remote

dependency:
e Timeout: Is there an explicit waiting limit?;
® Retry: Which failures justify another attempt?;
o Idempotency: Can repeating the operation create duplicate effects?;
e Circuit breaker: Is there containment when the downstream system degrades?;



Fallback: Can the system continue operating with reduced capability?;
Connection pooling: Are connections being appropriately reused?;
Observability: Is it possible to distinguish network latency from remote processing time?

Next, evaluate whether the protocol matches the semantics of the communication:

REST: Are simplicity and interoperability the primary requirements?;

gRPC: Do frequent internal calls justify stronger contracts and lower overhead?;

GraphQL: Do consumers need to select complex data structures?;

SSE: Does the server need to deliver a progressive stream without bidirectional communication?;
WebSockets: Is there a genuine need for persistent two-way interaction?;

Events: Does the producer really need to know the consumer, or would an event provide a better
boundary?

The choice should reduce total complexity rather than maximize technological sophistication. Next, analyze

capacity and behavior under load:

Throughput: How many operations need to be processed?;

Concurrency: How many operations can exist simultaneously?;

Backpressure: What happens when production exceeds consumption?;

Rate limiting: Who controls the accepted volume?;

Queues: Can the system absorb spikes?;

Hotspots: Does any central component receive a disproportionate amount of load?;
Scaling: Can consumers and dependencies scale independently?

The goal is not merely to operate under normal conditions. It is to prevent traffic growth from turning degradation

into collapse.

Next, evaluate failure modes and cybersecurity:

Encryption: Does sensitive information remain protected in transit?;
Identity: Do services know who they are communicating with?;
Authorization: Does each workload have only the access it requires?;
Segmentation: Does a compromise have a limited blast radius?;
Egress control: Can agents access unauthorized destinations?;
Credential exposure: Can tokens appear in logs, headers, or traces?;
Auditability: Can important calls be reconstructed afterward?

This step connects networking to the complete application threat model. Finally, connect the architecture to the

business:

User experience: Is latency affecting perceived quality?;

Reliability: Can external failures bring down the entire product?;

Cost: Which communication generates the greatest infrastructure or APl consumption?;
FinOps: Are quotas and limits in place for expensive workloads?;

Vendor dependency: Does an external service represent strategic risk?;

Margin: Does reducing overhead or unnecessary calls change the cost per task?;
Governance: Can the organization control and audit platform usage?



This is the mental model expected of a Staff Al Engineer: networking should not be treated as an infrastructure

detail. Instead, service-to-service communication should be designed so that latency, failures, security, scale,
and costs are deliberately controlled.

The most mature architecture is not the one with the largest number of services or the most sophisticated
protocols. It is the one in which every remote call exists for a clear reason, has known failure semantics, and
makes a justifiable contribution to the system’s end-to-end outcome.
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