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Chapter Objective

Mathematics, probability, statistics, and optimization form part of the language used to represent, train, evaluate,
and operate artificial intelligence systems. Vectors appear in embeddings, matrices dominate neural network
computation, distributions represent uncertainty, statistical tests support experiments, and objective functions
determine what models effectively learn.

For a Staff Al Engineer, however, the objective is not to reproduce mathematical proofs or perform calculations
manually. The objective is to develop sufficient quantitative intuition to understand system behavior and translate
numerical results into engineering decisions.

When studying this chapter, several capabilities are particularly important:

e Interpret mathematical representations: Vectors, matrices, scores, and distributions need to be
understood in terms of their influence on quality, cost, memory, latency, and computational capacity;

e Reason about uncertainty: A model prediction does not represent certainty. Probabilities, samples, and
metrics need to be analyzed within the conditions under which they were produced;

e Distinguish signal from noise: Observed differences between models or architectures may represent real
improvement or merely sampling variability;

o Choose metrics that are coherent with the problem: Accuracy, precision, recall, ROC-AUC, PR-AUC, and
F1 represent different properties and may produce very different interpretations of the same system;

e Transform experiments into evidence: A benchmark, A/B test, or evaluation dataset needs an appropriate
design to support the decision that will be made;

e Understand how models learn: Loss functions, gradients, learning rate, regularization, and optimization
help explain convergence, instability, overfitting, and training cost;

e Connect metrics to business outcomes: The threshold that maximizes a technical metric may not
maximize revenue, loss reduction, customer experience, or margin;

e Design multi-objective systems: Al Engineering almost always involves optimizing quality under latency,
cost, security, operational capacity, and risk constraints.

These capabilities become especially important because Al systems produce numbers that appear objective but
can easily be interpreted outside the appropriate context.
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A model may achieve higher accuracy and generate less value. An experiment may be statistically significant and
economically irrelevant. An LLM may assign a high probability to the next token and still produce a factually
incorrect statement. A benchmark may improve while the experience of real users deteriorates.

The central principle of this chapter is: metrics are not absolute truths; they are instruments used to estimate
system behavior within a specific context, data distribution, and level of uncertainty.

As seniority increases, merely calculating a metric becomes less important, while understanding what it
represents, which assumptions support its interpretation, and what decisions can legitimately be made from it
becomes increasingly important.

10.1. Mathematical Foundations for Representations and Computation

A large portion of Machine Learning can be described as the transformation of numerical representations. Data is
converted into vectors and matrices, models apply operations to these structures, and the result is transformed
again into scores, probabilities, embeddings, or other representations.

For Al Engineering, this mathematics has direct architectural consequences. Dimensionality affects memory.
Matrix multiplication determines a large share of compute utilization. Similarity metrics influence retrieval.
Batching changes throughput. Numerical precision affects hardware utilization.

A Staff Al Engineer does not need to manually calculate large linear operations, but needs to understand how
these properties propagate into infrastructure, performance, and cost.

10.1.1. Vectors, Matrices, Similarity, and Computational Cost

Vectors are ordered lists of values and constitute one of the most important representations in Machine Learning.
User features, image representations, internal model states, and text embeddings can all be treated as vectors in
spaces with different dimensionalities.

An embedding, for example, transforms a complex object into a numerical representation. Semantically related
documents can occupy nearby regions of vector space even when they do not share exactly the same words.

Several properties of these vectors have important consequences:

e Dimensionality defines representation size: More dimensions may enable more expressive
representations, but increase memory consumption, storage, bandwidth, and comparison cost;

e Magnitude may carry information: Depending on how the model was trained, vector length may have
meaning and should not automatically be discarded;

o Direction may represent semantic alignment: Many systems use the relative orientation between
embeddings to estimate similarity;

e Distance depends on the metric being used: Euclidean distance, cosine similarity, and dot product are not
semantically equivalent and must be compatible with the embedding training process;

e Larger representations do not guarantee better retrieval: Increasing dimensionality may raise cost
without providing a proportional improvement in Recall@K, ranking, or end-to-end quality.

This last observation is important in RAG systems. Choosing embeddings does not simply mean comparing
abstract benchmarks. The decision changes index size, memory requirements, transfer cost, retrieval latency, and
the behavior of the nearest-neighbor search mechanism.



Matrices generalize this representation into multiple rows and columns. They can represent datasets, batches,
neural network weights, transformations, relationships between features, and intermediate computational states.

From an engineering perspective, the fundamental aspect is that matrix operations are highly parallelizable. This
characteristic explains why GPUs and other accelerators are so important for Deep Learning.

Matrix representation creates several practical implications:

e Batching increases computational efficiency: Processing multiple inputs together enables greater
hardware utilization and reduces part of the per-request overhead;

o Shapes determine compatibility between operations: Many errors in ML pipelines arise from tensors or
matrices with incompatible dimensions;

e Memory layout affects performance: Large matrices can place pressure on RAM, VRAM, and bandwidth
across the memory hierarchy;

e Vectorized operations use hardware more efficiently: Native implementations typically execute
operations in parallel much more efficiently than high-level loops;

e Batch size changes throughput and memory consumption: Larger batches may increase efficiency until
memory, latency, or accelerator capacity becomes the new bottleneck.

These effects demonstrate why mathematical properties cannot be treated in isolation from architecture. A simple
change in dimensionality or batch size can simultaneously modify memory, throughput, latency, and cost per
inference.

The same principle appears in the dot product. This operation measures a form of alignment between two vectors
and is used in attention, embeddings, recommendation systems, regressions, and neural networks.

Consider a recommendation system in which users and products have embeddings. The dot product between
these representations can produce a compatibility score. However, calculating this score against every product
may become prohibitively expensive as the catalog grows to millions or billions of items.

At that point, a simple mathematical operation becomes an infrastructure decision: the system starts to depend
on approximate nearest-neighbor search strategies, vector indexes, partitioning, caching, or other mechanisms
to reduce the search space.

This is the type of connection that matters for a Staff Al Engineer: the objective is not merely to ask how the
operation works, but how its complexity affects the end-to-end behavior of the system.

10.1.2. Transformations, Dimensionality, and Efficiency

Matrix multiplication is one of the fundamental operations in neural networks. Layers use weight matrices to
transform one input representation into another, and a large portion of the computational cost of training and
inference derives from these operations.

This characteristic directly connects linear algebra to hardware architecture:

® GPUs are efficient at matrix operations: Their ability to execute a large number of parallel operations
explains their predominance in the training and inference of modern models;

e Larger models generally require more computation: Growth in the number of parameters increases the
volume of operations and pressure on memory;

e Batching can improve accelerator utilization: Grouping requests enables better utilization of the available
computational capacity;



o Reducing precision can increase throughput: Representations such as FP16 and BF16 can use specialized
hardware more efficiently than higher-precision formats;

e Computational efficiency affects FinOps: Numerical decisions ultimately translate directly into GPU
utilization, throughput, latency, and operating cost.

This means that Al system optimization often begins by understanding where compute is being used. A model may
provide excellent quality but be unsuitable for a particular workload if it requires memory or processing time
incompatible with the product's SLO.

Linear algebra also enables representation reduction. Eigenvalues and eigenvectors provide a way to reason about
important directions in transformations and datasets. They appear in spectral methods, graph algorithms, variance
analysis, and dimensionality reduction techniques. The primary intuition is to identify directions capable of
preserving a relevant portion of the data structure.

This reduction simultaneously creates benefits and risks:

Lower dimensionality reduces storage: Compact representations may require less persistent storage;
Lower dimensionality can reduce compute: Fewer values need to participate in subsequent operations;
e Compact representations facilitate analysis and visualization: High-dimensional structures can be
projected into smaller spaces;
o Reduction can remove noise: Some weakly informative dimensions can be discarded;
Compression can also remove useful signal: Eliminated dimensions may contain important information
for rare cases or specific segments.

The central trade-off is compression vs. information preservation.

Singular Value Decomposition, or SVD, provides similar reasoning by decomposing a matrix into components that
capture part of its primary structure. This appears in dimensionality reduction, recommendation systems, latent
factor models, and compression.

Consider an extremely large and sparse matrix relating users and products. Rather than working directly with

every relationship, a decomposition can approximate this matrix through a much smaller set of latent factors.
These factors can represent implicit patterns such as preferences, styles, or categories that were not manually
defined.

From an architectural perspective, approximation can provide important gains:

Smaller representations reduce memory: Fewer parameters or values need to remain in memory;
Compute can decrease: Operations occur in smaller spaces;

Storage can be reduced: Compressed representations occupy less space;

Latency can improve: Less data can mean less processing and transfer;

Approximation introduces error: Compression does not necessarily preserve all information available in
the original representation.

The Staff-level principle is to avoid assuming that more dimensions or greater mathematical fidelity are always
better. The correct question is: how much information needs to be preserved for the system to continue
satisfying quality requirements, and how much does preserving additional information cost?

This reasoning turns dimensionality into an explicit engineering decision.



10.2. Probability and Reasoning Under Uncertainty

Probability provides a language for representing uncertain events. This is central to Al Engineering because models
almost never produce absolute guarantees. They estimate scores, distributions, or probabilities conditioned on
the available evidence.

A model can estimate the probability of fraud, churn, occurrence of a class, or the next token. However, none of
these values should automatically be interpreted as certainty about the real world. The distinction among a score,
a modeled probability, and operational confidence is fundamental.

10.2.1. Conditional Probability, Bayes, and Base Rates

Conditional probability represents the probability of an event when additional information is known.

Machine Learning is strongly based on this principle. A system may estimate fraud given transaction history, churn
given customer behavior, or the next token given all prior context. The consequence for Al Engineering is that
predictions are conditioned on the distribution observed during development.

Several effects follow directly from this property:

o New evidence changes estimates: The probability of an event does not exist independently from the
context used by the model;

e Context changes can degrade performance: When the production distribution diverges from training
data, learned relationships may no longer adequately represent the environment;

e Distribution shift can occur without a code change: The model remains the same, but the world around it
changes;

e Insufficient context produces different estimates: The system can condition its predictions only on
information that is actually available.

This reasoning is particularly important for systems that operate over long periods. A mature architecture needs to
assume that distributions may change and that historical metrics do not guarantee future performance.

Bayes' theorem provides another fundamental intuition: estimates need to combine prior knowledge with new
evidence. In problems involving rare events, ignoring prevalence can lead to deeply incorrect conclusions.

Consider fraud. If only a small fraction of transactions are fraudulent, detecting a pattern associated with fraud
does not automatically mean that a specific transaction has a high probability of being fraudulent. The base rate
still matters.

This phenomenon produces several practical consequences:

e Rare classes require careful interpretation: A model can achieve high accuracy simply because the
positive class almost never occurs;
Base rates change predictive value: The meaning of a signal also depends on event prevalence;

e Changes in prevalence can alter operational performance: Even without modifying the classifier,
precision can change when class proportions change;

o Metrics need to be selected according to the distribution: Precision, recall, and PR-AUC can be more
informative than accuracy in highly imbalanced problem:s.



This is one reason metrics cannot be interpreted independently from the population in which they were
measured. The same model can exhibit different operational behavior across regions, segments, or time periods
with different prevalence rates.

For a Staff Al Engineer, the question should not simply be “What is the model score?”. It is also necessary to ask:
what is the event distribution in this context, and what does this score mean under that distribution?

10.2.2. Distributions, Expected Value, Variance, and Calibration

Random variables represent values associated with uncertain outcomes. Latency, number of failures, revenue,
cost per request, model score, and user behavior can all be treated in this way.

The most important consequence is that these values have distributions. An isolated mean rarely describes the
entire system.

Consider latency. A service with an average latency of 500 ms may appear adequate. However, if a relevant
fraction of requests takes several seconds, users may experience an extremely inconsistent system.

For this reason, several properties need to be analyzed together:

Distribution shows how values behave: It reveals information that a single average can hide;

e Percentiles expose tail latency: p95, p99, and other percentiles can reveal problems invisible in the mean;

e Long tails can dominate experience and capacity: A small number of very slow requests can consume
resources and degrade SLOs;

o Skew can make the mean unrepresentative: Costs, document sizes, and token consumption often have
asymmetric distributions;

e Outliers can represent either error or a critical phenomenon: Extreme values should not be removed
before understanding their meaning.

This directly connects probability to SRE, capacity planning, and FinOps.

Request volumes may exhibit seasonality. Costs per user can be highly asymmetric. Context lengths may exhibit
long tails. Planning capacity using only average values can underprovision infrastructure or hide extremely
expensive users.

Expected value provides another important tool. It represents the average expected outcome when an uncertain
process is repeated many times. This concept enables model decisions to be translated into economic decisions.

Consider fraud again. A decision can produce several outcomes:

Block a true fraud: Avoids a specific financial loss;
Block a legitimate purchase: May reduce revenue and generate friction;
Allow a fraud: Produces financial loss;

Allow a legitimate purchase: Preserves revenue and customer experience.

Each outcome has a certain probability and a certain economic impact. In this scenario, the most useful threshold
does not necessarily need to be the one that maximizes accuracy or F1. It can be the one that maximizes expected
value while considering avoided losses, revenue, operational cost, and customer experience.

This change in perspective is essential. The technical objective shifts from maximizing an isolated metric to
selecting a decision policy that produces the best expected outcome within business constraints.



Variance complements this reasoning by measuring dispersion. Two systems can have exactly the same mean and
exhibit completely different behavior. One may produce consistent results. Another may alternate between
excellent and terrible outcomes. This distinction is especially important in GenAl, where inconsistency can be
perceived by users as a quality problem even when the average value of a metric remains high.

Variance affects multiple dimensions:

e Experiments with high variability require more evidence: Small differences become harder to detect;

e Variable latency makes SLOs more difficult to satisfy: A good average does not necessarily compensate
for severe tails;

e Highly variable costs reduce predictability: Some users or tasks may consume orders of magnitude more
resources;

e Inconsistent performance can affect trust: Interactive products need to consider stability as a property of
the experience.

Finally, calibration connects probabilistic scores to the observed frequency of events. A well-calibrated model that
assigns approximately 0.8 probability to a particular group of cases should observe a frequency close to 80% in
that group, within the statistical limitations of the estimate.

Calibration is especially important when scores drive decisions:

e Prioritization depends on score interpretation: Cases can be ranked for human review;

e Thresholds assume probabilistic meaning: Policies may change significantly if scores are not calibrated;
Risk management can depend on these values: A poorly calibrated probability can produce excessively
conservative or risky decisions;

e Human review can be allocated incorrectly: Score ranges used for escalation need to have operational
meaning.

For LLMs, however, interpretation requires even greater care. Internal token probabilities do not automatically
represent factual confidence. A model can produce a linguistically plausible sequence with high probability and
still be incorrect.

For this reason, confidence in generative systems generally needs to combine multiple signals, such as retrieval,
evidence, consistency, verification, and specific calibration mechanisms. The main conclusion is that uncertainty
should not be hidden. It needs to be represented, measured, and incorporated into the system's decision policies.

10.3. Statistics, Experimentation, and Causality

Statistics makes it possible to use samples to infer properties of a larger population. This capability is fundamental
because virtually no Al Engineering evaluation observes every interaction, user, document, or situation the system
will encounter in production.

Benchmarks, offline evaluations, and experiments are approximations. The challenge is to understand the extent
to which these approximations support a conclusion.

10.3.1. Sampling, Inference, and Statistical Tests

Sampling determines which observations enter an evaluation. Before discussing the metric being used, it is
necessary to determine whether the sample adequately represents the problem being solved. An inadequate
sample can produce extremely precise evaluations of the wrong population.



Several problems occur repeatedly:

e Selection bias distorts the analyzed population: The probability that a case enters the sample may
depend on characteristics related to the outcome itself;

e Survivorship bias removes failure examples: Evaluating only users who remained in the product may
exclude precisely those who left because of dissatisfaction;

e Overrepresentation overweights certain segments: Global results begin to disproportionately reflect
larger groups;

e Underrepresentation reduces confidence in rare segments: Important cases may have too few examples
for a reliable estimate;

e Evaluation sets that are excessively easy inflate quality: A chatbot evaluated only on common questions
may appear much more robust than it is in production.

A mature evaluation set needs to represent different regions of the operational space. This may include common
cases, edge cases, complex queries, different users, attacks, critical situations, and low-frequency events. The
objective is not to artificially maximize difficulty. It is to construct a sample consistent with the relevant risks and
workloads.

After sampling, the question of estimation uncertainty emerges. Confidence intervals represent a range of
plausible values for a quantity estimated from the sample. Rather than simply stating “The new system increased
conversion by 3%”, a more mature analysis asks how precise that estimate is. This change is important because
observed differences can arise solely from sampling variation.

Hypothesis testing formalizes part of this reasoning. Conceptually, the process tests whether the observed
evidence is sufficiently incompatible with a hypothesis of no effect. The most important principle is not to
memorize specific statistical tests. It is to understand that: observing a difference does not automatically mean
that a real improvement has been demonstrated.

Before assigning meaning to a difference between two models, several questions need to be asked:

® What is the sample size: A small number of examples can produce highly unstable estimates;
What is the observed variability: The greater the noise, the harder it becomes to identify small
differences;
What is the effect size: Tiny differences can be irrelevant even when detectable;
What is the uncertainty of the estimate: An isolated point estimate can hide a very wide range of
plausible results;

e Was the comparison defined before the analysis: Decisions made after observing results increase the risk
of opportunistic interpretation.

This discipline is especially important in model benchmarks, where small performance differences are frequently
presented without discussing variability.

Statistical significance also needs to be separated from practical significance. With extremely large samples, small
differences can be statistically detectable while still failing to justify any architectural change.

An improvement of a few milliseconds may be measurable but irrelevant to the experience. A small gain in task
success may require a much more expensive model. A marginal error reduction may add disproportionate
operational complexity.

A Staff Al Engineer therefore needs to ask three different questions:



e |s the effect likely to be real: Does the difference appear larger than the expected noise?;
o |s the effect large enough to matter: Is there a material impact on the user, operations, or business?;
e Does the benefit justify its consequences: Do cost, latency, risk, and complexity justify the change?

This sequence connects statistics to engineering and business. Statistical errors also need to be interpreted in this
context.

A Type | error occurs when we conclude that an effect exists when it does not. In product development, this can
mean launching a useless change, adopting a model with no real improvement, or investing in an architecture
based on noise.

A Type Il error occurs when a real effect exists but the experiment fails to detect it. In this case, a potentially useful
improvement may be discarded.

These errors are connected to statistical power:

Larger samples generally increase power: More observations can make real effects detectable;
Larger effects are easier to detect: Small changes require more evidence;
High variability reduces detection capability: Noise masks differences;

Rare events require much larger volumes: Fraud, security incidents, and severe agent failures may require
specific evaluation strategies.

For rare events, production data alone may not be sufficient. Evaluation may need to combine real data, stress
testing, adversarial cases, and simulation.

Multiple testing creates another problem. The greater the number of hypotheses being evaluated, the greater the
chance that one will appear positive purely by chance.

This appears in feature selection, benchmark comparisons, A/B tests, and hyperparameter search. If a team
observes twenty metrics and reports only the one that improved, it can construct a misleading narrative even
without deliberate manipulation.

Good experimental governance reduces this risk:

Define a primary metric: It represents the main outcome the experiment intends to improve;

o Define guardrail metrics: They establish dimensions that cannot deteriorate beyond an acceptable level;
Define secondary metrics: They help interpret the mechanism of the effect without arbitrarily replacing
the primary objective;

o Determine hypotheses before observing the result: This reduces metric shopping and post hoc
interpretation.

Statistics that is useful for Al Engineering does not exist to produce more sophisticated reports. It exists to prevent
noise from being transformed into decisions.

10.3.2. Causality, Selection Bias, and Experimental Validity

Correlation and causality answer different questions. Correlation indicates that two variables move together.
Causality requires a much stronger claim: changing one variable produces a change in the other. Confusing these
ideas is a frequent source of incorrect decisions.



Consider users who use a specific Al feature and exhibit lower churn. This pattern may suggest that the feature
reduces churn. However, another explanation is that users who are naturally more engaged are more likely to use
the feature and less likely to leave the product.

In this case, engagement behavior acts as a confounder. Confounders influence both the apparent exposure and
the observed outcome and can produce misleading relationships.

This problem has direct implications for Al Engineering:

e Observational data is useful for generating hypotheses: Correlations can indicate where investigation is
warranted;

e Correlation alone does not demonstrate causal ROI: Higher revenue among users of a feature does not
mean that the feature caused the revenue;

e Segmentation can reveal confounding variables: Customer size, maturity, region, or usage profile may
explain part of the effect;

e Controlled experiments strengthen causal inference: Properly executed randomization reduces
systematic differences between groups;

e Causal methods may be necessary when experimentation is not possible: The conclusion needs to reflect
the limitations of the design being used.

Selection bias is a particularly important form of this problem.

Imagine evaluating satisfaction only among users who continue using the product. Extremely frustrated users may
already have left and will not respond to the survey. The analysis then measures satisfaction among survivors,
rather than among all affected users.

This also has implications for Responsible Al. An aggregate result may appear positive while certain groups are
poorly represented in the sample.

Evaluation therefore needs to examine additional characteristics:

Coverage: Which portions of the workload actually appear in the dataset?;
Representativeness: Does the frequency of cases reflect production?;

Segments: Are there groups whose behavior differs from the average?;

Exposure: Did all users have a comparable opportunity to receive the intervention?;

Attrition: Who disappeared from the analysis and why?

Validity can also be destroyed by data leakage. Leakage occurs when training or evaluation uses information that
would not be available at the actual decision time.

Several examples are particularly dangerous:

Future information enters the features: The model learns using data that does not exist at inference time;
o The target appears indirectly in the data: A feature encodes part of the answer;

Test data leaks into training: The system is evaluated on information that has already influenced its

development;

Entities improperly appear in both sets: The model may memorize individuals or events;

The evaluation set repeatedly influences the prompt: The team starts indirectly optimizing against the

benchmark itself.



The result can be a system that performs excellently offline and poorly in production. This situation is particularly
dangerous because the numbers appear convincing. For this reason, leakage should not be treated merely as a
modeling error. It is a data architecture and Evaluation Engineering problem.

The Staff engineer needs to review the entire temporal flow and ask:

Did this information exist at the actual decision time: Otherwise, the feature is not operationally valid;

e |s there improper overlap between training and evaluation: Users, documents, or events can
contaminate the split;

o Were datasets properly deduplicated: Repeated content can inflate metrics;

e Was the benchmark used during tuning: Repeated decisions based on the test set progressively turn it
into part of the training process.

The principle is simple: an evaluation is useful only if it reproduces, with sufficient fidelity, the conditions under
which the system will need to generalize.

10.4. Metrics, Decisions, and Optimization

Metrics transform behavior into numbers, but no metric automatically captures all costs relevant to the business.
Likewise, optimization transforms an objective function into a learning direction, but the system does not know
the organization's intent beyond what has been formalized.

These two ideas are deeply related. The metric defines how we evaluate the system. The objective function
defines part of what it learns. The threshold defines how scores are transformed into decisions. Choosing these
three elements is an architecture and product decision, not merely a modeling decision.

10.4.1. Classification Metrics, Thresholds, and Class Imbalance

Accuracy measures the total proportion of correct predictions. Its interpretation is simple, but it can be deeply
misleading in imbalanced problems. If only 1% of transactions are fraudulent, a system that classifies everything as
legitimate achieves 99% accuracy while completely failing at the purpose of the product. Accuracy therefore tends
to be more useful when classes have relatively balanced distributions and different types of errors have similar
costs.

When these conditions do not exist, other metrics become necessary:

e Precision addresses the reliability of positive predictions: Among cases classified as positive, it measures
how many actually belong to the positive class;

o Recall measures coverage of positive cases: Among all existing positives, it shows how many were
effectively detected;

o F1 combines precision and recall: It can provide a compact view when both matter, but implicitly
incorporates a way of balancing the two types of error;

e ROC-AUC measures discriminative ability across thresholds: It is useful for comparing the ranking of
positives and negatives, but may appear high in highly imbalanced scenarios;

e PR-AUC directly emphasizes precision and recall: It is often more informative when the positive class is
rare.

Each metric represents different consequences. In fraud detection, low precision can mean many legitimate
customers are blocked. This increases complaints, customer service costs, lost revenue, and reputational risk.



Low recall means that actual fraud passes undetected. In retrieval, Recall@K has a different interpretation: it
measures whether relevant documents appear among the K retrieved results.

The central point is that the operational meaning of a metric depends on the domain. Precision and recall also
exhibit a recurring trade-off. Changing the threshold typically changes both.

Lowering the threshold may detect more positive cases but also increase false positives. Raising it can reduce
operational volume and friction but allow more actual positives to be missed. For this reason, thresholds need to
be treated as business decisions.

Consider an antifraud system. A lower threshold can produce:

Higher fraud detection: Recall tends to increase;
More false positives: Legitimate customers may be blocked;
More cases sent for review: Required operational capacity increases;

Higher investigation cost: Humans or additional systems need to process more alerts.

A higher threshold produces the opposite behavior: it reduces reviews and false positives, but can allow more
fraud to pass. The best operating point depends on the associated costs. A threshold should not be chosen simply
because it maximizes F1.

The economic function may need to consider:

Loss avoided: How much loss is prevented by correct detection?;

Customer experience: What is the cost of blocking or introducing friction for legitimate users?;
Operational capacity: How many cases can the team analyze?;

Revenue impact: How many legitimate transactions fail to occur?;

Risk tolerance: How much residual risk does the organization accept?

This translation from model score to operational policy is a Staff-level responsibility. Class imbalance makes the
problem even more difficult. Fraud, attacks, incidents, and defects frequently involve very rare positive events.

In these cases, several challenges emerge simultaneously:

There are few positive examples: The model receives less evidence from which to learn rare patterns;
Metrics have greater uncertainty: Small changes in the number of events can significantly alter estimates;
Accuracy loses operational meaning: The majority class dominates the result;

Training may favor the dominant class: Specific techniques may be required to correct the learning
process.

Strategies such as resampling, class weights, or anomaly detection can help. However, any modification of the
distribution during training needs to remain separate from evaluation.

The evaluation set should continue representing a distribution coherent with production. Otherwise, precision,
calibration, and other indicators cease to reflect the behavior that users will actually observe.

Outliers require similar reasoning. An extreme observation can represent a collection error, fraud, a legitimate rare
event, or a structural change in the environment. Removing it automatically may eliminate precisely the case the
system should learn to identify.

Before cleaning an outlier, the correct question is: does this point represent noise or an important signal for the
problem?



The answer depends on the domain and the purpose of the analysis.

10.4.2. Optimization, Generalization, and Constrained Optimization

Machine Learning can largely be interpreted as a process of finding parameters that minimize or maximize a
specific objective function. Loss functions formalize what the algorithm attempts to improve. They can represent
regression error, classification, ranking, token prediction, or other objectives.

This creates an important principle: the system optimizes what was formalized in the objective function, not
necessarily what the organization intended to obtain.

If the loss does not adequately represent the desired outcome, a model can improve technically while
deteriorating economically. The same reasoning appears in reward models, reinforcement learning, and

optimization of Al products.

Gradient descent adjusts parameters in a direction that tends to reduce the loss. Although the mathematics can
be sophisticated, the operational intuition is simple: training performs successive updates while searching for
regions of better performance.

Several behaviors need to be observed:

e Slow convergence increases compute: The model may require many steps to reach an adequate solution;

e Unstable updates can prevent learning: Inappropriate gradients or learning rates can cause oscillation or
divergence;

o Weakly informative regions hinder progress: Very small gradients can reduce learning speed;
Training configuration affects total cost: The number of steps, batch size, and amount of hardware have
direct financial consequences.

Stochastic Gradient Descent uses subsets of the data to estimate the update direction. This approach introduces
important trade-offs:

e Smaller batches enable frequent updates: The model modifies parameters without processing the entire
dataset;

e Large datasets become computationally feasible: An update does not need to wait until the full
population has been traversed;
Less memory may be required per step: The simultaneously processed set is smaller;

e Gradient estimates become noisier: This noise can help in some regions of the optimization landscape,
but also increases instability.

Batch size is therefore another system variable.

There is no universally optimal value. The decision depends on memory budget, throughput, convergence
behavior, and hardware characteristics. Adam adapts learning rates using gradient statistics and has become
widely used in Deep Learning. However, choosing a more sophisticated optimizer does not eliminate the need for
tuning, monitoring, and evaluation.

In many projects, other factors dominate the outcome:

e Data quality can constrain the model: No optimizer can correct inadequate information;
e Architecture can be the primary bottleneck: Insufficient capacity or an inadequate design does not
disappear through tuning;



e Learning rate has a major impact: An incorrect configuration can make training infeasible;
e The objective defines the desired behavior: Precisely optimizing the wrong function still produces the
wrong result.

This prevents premature micro-optimization. The learning rate controls the magnitude of updates. Excessively high
values can cause instability, oscillation, and divergence. Very low values can produce slow training, increase
computational cost, and make it difficult to reach a good solution.

Learning rate schedules modify this rate throughout the process. A common strategy uses larger updates during
early stages and smaller updates as training approaches more stable regions.

Potential benefits include greater stability, quality, and efficiency. However, schedules introduce additional
parameters and need to be justified by experimental evidence.

Regularization attempts to improve generalization by reducing excessive adaptation to training data. This idea
directly connects optimization to the bias—variance problem.

High bias occurs when the model lacks sufficient capacity to capture the relevant structure. In this case,
performance may remain poor in both training and validation.

High variance occurs when the model adapts excessively to the training set and loses performance on new data.
The two problems require different responses.

For high bias, several interventions may make sense:

e Use a more capable model: Greater capacity may represent relationships that the current model cannot
capture;

e Improve features or representations: The information required by the model may not be accessible;
Improve training: The current configuration may prevent the model from adequately using its capacity.

For high variance, other strategies are more coherent:

Increase data diversity or volume: More examples can reduce memorization of peculiarities;
Apply regularization: Constraints can reduce excessive adaptation;
Simplify the architecture: Unnecessary capacity can increase the risk of overfitting;

Improve validation: An appropriate evaluation must reveal deterioration outside the training set.

Changing models without diagnosing which regime exists can waste resources. Overfitting also does not occur
only during traditional training.

In GenAl, a team can repeatedly adjust prompts, routing, or parameters while always using the same evaluation
set. Over time, the system begins to be optimized specifically for that benchmark. The metric improves, but real
capability does not necessarily improve.

This phenomenon requires several safeguards:

e Maintain an independent holdout: Some cases should not participate in iterative tuning decisions;
Update evaluation sets in a controlled manner: Production generates new patterns that need to be
incorporated;

Add new cases: The system should be challenged with examples that did not influence its development;
Separate validation from test: The same evidence should not simultaneously serve tuning and final
estimation.



Finally, most of Al Engineering can be treated as constrained optimization. The objective is almost never to
maximize quality without limits.

In practice, we want to maximize value while respecting constraints:

Cost budget: The solution needs to remain economically sustainable;

Latency budget: The response needs to satisfy experience requirements or SLOs;
Fairness constraints: Certain behaviors may need to remain within defined limits;
Resource budget: GPU, CPU, memory, and operational capacity are finite;

Risk constraints: Certain error levels may be unacceptable regardless of the average gain.

This reasoning also applies to architecture. Choices such as model, routing, cache, batch size, Top-K, and reranking
depth affect multiple dimensions simultaneously.

Increasing Top-K in RAG, for example, may increase recall while simultaneously increasing reranking cost, context
size, latency, and the risk of introducing irrelevant content. Therefore, Al systems are frequently multi-objective
optimization problems. Rather than searching for a universally better solution, the Staff engineer searches for a
region of acceptable trade-offs.

This is the principle of Pareto thinking. If improving one dimension requires degrading another, multiple solutions
can be Pareto-efficient. One model may be inexpensive and sufficiently good. Another may provide better quality
at greater cost. A third may provide even higher quality but with latency incompatible with an interactive
workload.

The useful question is no longer “which model is better?”. It becomes: which point on the frontier among
quality, latency, cost, and risk is appropriate for this workload?

10.5. Mathematics and Statistics in Production Systems

Mathematics does not cease to be relevant after a model is deployed. In fact, production increases the need for
guantitative reasoning because the system begins to coexist with distribution changes, real users, external
dependencies, variable costs, attacks, and business outcomes.

Offline evaluation provides initial evidence. Production reveals whether the assumptions supporting that
evaluation remain valid.

10.5.1. Monitoring, LLM Evaluation, and Experimentation in Production

Distributions need to be monitored over time. A statistical change can indicate an environmental change, pipeline
failure, new user behavior, or system degradation.

Several types of change are particularly important:

e Input drift changes incoming data: Features, documents, prompts, or other inputs begin to exhibit
different behavior;

e Prediction drift changes the output distribution: Model scores or decisions begin occurring at different
frequencies;

e Class distribution shift changes prevalence: The actual rate of specific classes may change;

e Latency distribution shift changes operational behavior: Tails may deteriorate even while the average
remains relatively stable;



e Cost distribution shift changes unit economics: Users may begin generating substantially more expensive
contexts or workloads.

However, drift does not automatically imply degradation. A distribution change can be legitimate without harming
the outcome. Likewise, performance can deteriorate without an easily detectable change in simple input metrics.

For this reason, monitoring needs to connect statistical change to actual behavior. The objective is not simply to
detect that the distribution changed, but to determine whether the change affects quality, cost, risk, or
experience.

This problem becomes even more complex in LLM evaluation. Generative outputs are open-ended and partially
subjective. The same task can have multiple acceptable answers, and exact equality rarely represents quality. Even
so, statistical principles remain valid.

A mature evaluation should consider:

Sample size: A small number of comparisons does not support strong conclusions;
Variability: Results can change significantly across cases;

Inter-rater agreement: Human evaluators can disagree;

Estimation uncertainty: A preference rate is only an estimate;

Case distribution: Aggregate results can hide differences among segments.

Consider Model A defeating Model B in 52% of comparisons. That value alone is insufficient to conclude that there
is relevant operational superiority. With few evaluations, the difference may be compatible with noise. Even with a
large sample, the effect size may be too small to justify greater cost or latency.

Different segments can also exhibit opposite behavior. The analysis needs to consider significance, effect size, and
segment breakdown. LLM-as-a-Judge increases evaluation scale, but it does not eliminate this problem. The judge
itself is a model and can introduce biases.

Several patterns need to be considered:

Preference for longer responses: Verbosity can be mistaken for quality;

e Preference for a particular style: Formatting or language can influence the score without improving
correctness;

e Bias related to the model family: The judge may evaluate similar outputs differently;

e Position bias in pairwise comparison: Response order can alter the judgment.

For this reason, automated evaluation also needs to be validated. Whenever one model produces the metric that
will be used to evaluate another model, it is necessary to understand the error, stability, and correlation of that
evaluation with humans or external criteria.

The evaluation system is also a probabilistic system. It should not be treated as ground truth merely because it
produces a number.

Production experimentation provides a different form of evidence: impact on real users. A/B tests and other
controlled experiments can verify whether a change actually improves relevant outcomes.

Several practices make this process more reliable:

e Define the hypothesis before the test: This reduces opportunistic interpretations after results appear;
e Choose a primary metric: The main objective needs to be explicit;



Define guardrails: An improvement should not be accepted if it degrades critical dimensions;
Randomize correctly: Groups need to be comparable to reduce confounding;

e Ensure sufficient exposure: The experiment needs statistical power compatible with the effect being
sought;

e Analyze relevant segments: An aggregate gain can hide deterioration in critical workloads.

Consider adopting a new model that increases task success. At the same time, it may increase latency, cost, and
the number of escalations. The decision cannot be based only on the first number.

This is exactly the role of guardrail metrics. If conversion is the primary metric, latency, error rate, cost, and
complaint rate can function as guardrails. In Al products, guardrails are fundamental because local improvements
frequently shift problems into other parts of the system.

A more aggressive model may increase engagement while simultaneously increasing hallucination. Retrieval with a
higher Top-K may improve recall while degrading latency. A larger model may increase task success while
destroying unit economics.

Every relevant optimization should answer: what can we not allow to deteriorate while attempting to improve
the primary objective?

10.5.2. Governance, Cybersecurity, and Quantitative Trade-Offs

Metrics need governance in the same way as APls, schemas, or models. Different teams may use the same name
to represent different calculations. “Conversion,” for example, may depend on the time window, population,
channel, excluded events, and treatment of returning users. Without a consistent definition, teams can produce
different numbers while still believing they are discussing the same metric.

A mature organization needs to record fundamental properties:

Name: The metric needs a consistent identifier;

Conceptual definition: It should be clear which phenomenon is being measured;
Formula: The calculation needs to be reproducible;

Owner: Responsibility for the definition needs to exist;

Source: The data being used needs to be known;

Version: Changes to the calculation need to be traceable;

Segmentation: The population being considered must be explicitly defined.

This principle applies to both business KPIs and Al metrics. Without shared semantics, comparing models,
products, or experiments becomes dangerous.

Statistics also appears in cybersecurity. Systems can analyze patterns in call volume, frequency, endpoints used,
token consumption, or other characteristics to identify anomalous behavior. However, an anomaly does not
necessarily mean an attack.

This problem reproduces the same trade-off observed in classification:

Higher detection rate can capture more abuse: But it tends to increase the number of alerts;
High false positive rate harms legitimate users: Excessively aggressive policies create friction;
Rare events make evaluation difficult: Relevant attacks may occur at low frequency;

Legitimate changes may appear anomalous: New customers, integrations, or workloads can change
historical patterns.



Security analytics therefore also requires thresholds, calibration, baselines, and distribution analysis. This
perspective unifies several trade-offs discussed throughout the chapter:

Precision vs. Recall: Capturing more positives generally increases the number of false positives;
Bias vs. Variance: Simple models may underfit, while excessively adaptive models may overfit;
Statistical Significance vs. Business Impact: A real effect may have no economic relevance;

Confidence vs. Coverage: Conservative policies can increase precision while rejecting a greater number of
cases;

Model Quality vs. Sample Uncertainty: Small benchmark differences may not represent real differences;

Batch Size vs. Memory: Greater batching can improve efficiency while simultaneously increasing pressure

on memory or latency;

Learning Rate vs. Stability: Larger updates may accelerate training and increase the risk of instability;

e Dimensionality vs. Cost: Larger representations can carry more information while consuming more
resources;

e Quality vs. Operational Constraints: The best offline result may not fit within the latency or cost budget;

® Primary Metric vs. Guardrails: Maximizing one dimension can degrade security, experience, or margin.

The Staff engineer's role is not to eliminate these trade-offs. It is to make them explicit, quantify them when
possible, and connect them to the objectives of the system.

Several anti-patterns indicate precisely the absence of this reasoning:

e Using accuracy on highly imbalanced datasets: The metric may conceal an operationally useless system;
Comparing only averages: Tail behavior, variance, and outliers may contain the real problem;

e Declaring improvement from a small difference without estimating uncertainty: The result may
represent only noise;

o Confusing statistical significance with business impact: A detectable improvement may not generate RO,

e Testing dozens of metrics and highlighting only favorable ones: This increases the risk of false
discoveries;

e Ignoring sample bias: The evaluation set ceases to represent production;

® Repeatedly optimizing against the same test set: The benchmark becomes part of the tuning process;

e Interpreting an LLM score as factual confidence: Linguistic probability does not guarantee factuality;

o Choosing a threshold solely to maximize a technical metric: Real false-positive and false-negative costs
are ignored;

e Automatically removing outliers: The system may eliminate the most important events;

e Ignoring base rates: Probabilities and predictive values can be interpreted incorrectly;

e Inferring causality directly from correlation: Investments can be attributed to nonexistent mechanisms;

e Tuning architecture without profiling or experimentation: Complexity increases without evidence that

the actual bottleneck was addressed.

These errors appear statistical, but their effects are architectural and economic. An organization with greater
guantitative discipline can choose economically better thresholds, avoid investments based on noise,
communicate uncertainty, reduce false positives, detect regressions, and connect technical improvements to
business outcomes.

The main contribution of mathematics to Al Engineering is not the calculation itself. It lies in transforming intuitive
decisions into evidence-based decisions.

Chapter Summary



Mathematics, probability, statistics, and optimization should not be treated merely as academic foundations of
Machine Learning. For Al Engineering, they provide a framework for understanding representations, measuring
uncertainty, evaluating systems, and deciding which trade-offs are acceptable.

The central principles can be summarized as follows:

e \Vectors and matrices are part of the conceptual infrastructure of modern Al: Dimensionality, matrix
multiplication, and memory layout directly influence compute, storage, and latency;

e Mathematical similarity produces architectural consequences: A simple operation for comparing vectors
can become a large-scale retrieval and nearest-neighbor search problem;

e Larger representations are not automatically better: Information gains need to justify additional memory,
storage, and processing cost;

e Probability represents uncertainty, not certainty: Scores need to be interpreted within the conditions and
distributions under which they were produced;

e Base rates change the meaning of predictions: Rare events require special attention to prevalence,
precision, and calibration;

® Averages do not describe entire systems: Variance, percentiles, skew, and tails can determine experience,
capacity, and cost;

e Sampling determines evaluation validity: A correct metric applied to the wrong population still produces
an inadequate conclusion;

e Statistical significance does not automatically represent value: Effect size and operational impact need to
be analyzed;

e Precision and recall represent errors with different costs: The choice depends on the problem and the
consequence of each incorrect decision;

e Calibration is necessary when scores control policies: Probabilities need to have operational meaning
when guiding thresholds, reviews, or risk management;

o The objective function determines what the model learns: Improving the loss does not guarantee
improvement in the business outcome;

e Overfitting also occurs in Evaluation Engineering: Repeated tuning on the same benchmark can produce
apparent progress;

o Thresholds are product and business decisions: Transforming a score into an action requires considering
cost, capacity, and risk;

o Al systems are multi-objective problems: Quality needs to coexist with latency, cost, security, reliability,
and operational constraints;

e Experiments need guardrails: Improving one metric does not justify unacceptable deterioration in others;
Production requires distribution monitoring: Drift needs to be connected to actual performance changes
before intervention is triggered;

e Metrics require governance: Without consistent definitions, teams can make conflicting decisions using
numbers that appear comparable.

The primary shift in mindset occurs when an engineer stops asking only “Which metric improved?” and starts
asking: what does this metric represent, what is the uncertainty of the estimate, which population was
measured, which trade-off was introduced, and what actual outcome does this change produce for the system
and the business?

This is the level of reasoning required when Al decisions need to remain valid under uncertainty, distribution
change, and real production constraints.

Practical Framework for Analyzing Metrics, Models, and Experiments



When analyzing a new quantitative problem in Al Engineering, a Staff Al Engineer can use a relatively simple
mental sequence. First, understand the distribution and population being modeled:

Prevalence: Determine the frequency of each relevant class or event;
Representativeness: Verify whether important segments are adequately covered;
Outliers: Identify whether extreme values represent error, rare events, or relevant signal;

Distribution shift: Compare development and production to understand whether conditions remain
similar;
e Tail behavior: Do not restrict analysis to averages when extremes have operational impact.

Next, determine whether the metric actually represents the problem that needs to be solved:

Accuracy: Verify whether class distribution and error costs make its interpretation appropriate;
Precision: Evaluate its importance when false positives have high cost;

Recall: Prioritize coverage when false negatives are critical;

Ranking metrics: Use them when result ordering matters;

Calibration: Analyze it when scores need probabilistic interpretation;

Business metric: Connect technical evaluation to the outcome that actually generates value.

This step prevents the optimization of a proxy without understanding its relationship to the real objective. Next,
analyze the uncertainty in the evidence:

Sample size: Determine whether there are enough observations to support the decision;
Variance: Verify how much the result fluctuates across cases or samples;

Confidence interval: Estimate the precision of the observed value;

Statistical power: Evaluate whether the experiment could detect the relevant effect;
Multiple testing: Identify whether many hypotheses were evaluated simultaneously;

Effect size: Determine whether the difference has sufficient magnitude to matter.
Next, validate whether the comparison actually supports the conclusion:

Data leakage: Verify whether future information, the target, or test data contaminated development;
e Selection bias: Determine who entered or failed to enter the sample;
Benchmark reuse: Evaluate whether the system was excessively optimized against the same evaluation
set;
Confounding: Look for variables capable of explaining the observed relationship;
e Causality: Distinguish association from evidence of a causal effect;
Segment analysis: Verify whether aggregate results hide important behaviors.

A high metric does not compensate for an invalid evaluation. Next, analyze the optimization process:

Objective: Determine exactly which loss or reward is being optimized;

Business alignment: Verify whether improving this function truly represents the desired outcome;
Generalization: Compare training, validation, and test behavior;

Bias and variance: Diagnose whether the system is underfitting or overfitting;

Learning dynamics: Observe learning rate, stability, and convergence;

Compute efficiency: Verify whether training or inference cost is proportional to the gain;

Constraints: Treat latency, cost, memory, security, and risk as explicit limits.

Only then should the score be transformed into a decision:



Threshold: Choose the operating point that balances false-positive and false-negative costs;
Expected value: Consider the probabilities and economic impacts of different outcomes;
e Operational capacity: Ensure that the volume of reviews, escalations, or actions fits within operational
capacity;
e Guardrails: Define which metrics cannot deteriorate during optimization;
Risk tolerance: Establish how much error or uncertainty is acceptable for the domain.

Finally, validate the decision at the system and business levels:

Business impact: Determine the expected effect on revenue, cost, productivity, or risk;

User impact: Verify consequences for experience and trust;

Operational impact: Analyze latency, throughput, capacity, and complexity;

Economic sustainability: Calculate whether the gain remains valid at scale;

Monitoring: Define which distributions and metrics need to continue being observed in production;

Reversibility: Ensure that a decision can be corrected when new evidence emerges.
This framework summarizes the quantitative mindset expected of a Staff Al Engineer.

The objective is not to use mathematics to make the solution more sophisticated. It is to use mathematics,
probability, statistics, and optimization to distinguish evidence from noise, represent uncertainty, understand the
costs of errors, and select solutions that maximize real outcomes within the system's technical, economic,
operational, and risk constraints.
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